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1.  General Description

The RTL8370N-VB-CG is an LQFP128 E-PAD, high-performance 8-port Gigabit Ethernet switch. The
RTL8370N-VB features low-power integrated 8-port Giga-PHY's that support 1000Base-T, 100Base-T,
and 10Base-T.

The embedded packet storage SRAM in the RTL8370N-VB features superior memory management
technology to efficiently utilize memory space. The RTL8370N-VB integrates a 4096-entry look-up table
with a 4-way XOR Hashing algorithm for address searching and learning. The table provides read/write
access from the Slave 12C-like interface or Slave MII Management interface, and each of the entries can
be configured as a static entry. The entry aging time is between 200 and 400 seconds. Sixteen Filtering
Databases are used to provide Independent VLAN Iearning and Shared VLAN Learning (IVL/SVL)
functions.

The RTL8370N-VB supports standard 802.3x flow control frames for full duplex, and optional
backpressure for half duplex. It determines when to invoke the flow conirol mechanism by checking the
availability of system resources, including the packet buffers and transmitting queues. The RTL8370N-
VB supports broadcast/multicast output dropping, and will {forward broadcast/multicast packets to non-
blocked ports only. For IP multicast applications, the RTL8370N-VB can forward IPv4 IGMPv1/v2/v3
and IPv6 MLDv1/v2 snooping protocol packets.

In order to support flexible traffic classification, the RTL8370N-VB supports 96-entry ACL rule check
and multiple actions options. Each port can optionally ¢nable or disable the ACL rule checl function. The
ACL rule key can be based on packet physical poit, Layer2, Layer3, and Layer4 information. When an
ACL rule matches, the action taken is configurable to Drop/Permit/Redirect/Mirror, change priority value
in 802.19/Q tag, and rate policing. The rate policing mechanism supports from SKbps to 1Gbps (in 8Kbps
steps).

In Bridge operation the RTL8370N-VB supports 16 sets and four statuses: disable, block, learning, and
forwarding for Spanning Tree Protocol and Multiple Spanning Tree Protocol.

To meet security and management application requirements, the RTLE370N-VB supports IEEE 802.1x
Port-based/MAC-based Access Control. For those ports that do not pass IEEE 802.1x authentication, the
RTL8370N-VB provides a Port-based/MAC-based Guest VLAN function for them to access limited
network resources. A 1-set Port Mirroring function is configured to mirror traffic (RX, TX, or both)
appearing on one of the switch’s ports. Support is provided on each port for multiple RFC MIB Counters,
for easy debug and diagnostics.

To improve real-time or multimedia networking apnlications, the RTL8370N-VB supports eight priority
assignments for each received packet. These are based on (1) Port-based priority; (2) 802.1p/Q VLAN tag
priority; (3) DSCP field in IPv4/IPv6 header; and (4) ACL-assigned priority; (5) CVLAN-based priority;
(6) SVLAN-based priority; and (7) SMAC-based/LUTFWD-based priority. Each output port supports a
weighted ratio of eight priority queues to fit bandwidth requirements in different applications. The input
bandwidth control function helps limit per-port traffic utilization. There is one leaky bucket for average
packet rate control for each queuc of all ports. Queue scheduling algorithm can use Strict Priority (SP) or
Weighted Fair Queue (WFQ) or mixed.

The RTL8370N-VB provides a 4096-entry VLAN table for 802.1Q port-based, tag-based, and protocol-
based VLAN operation to separate logical connectivity from physical connectivity. The RTL8370N-VB
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supports four Protocol-based VLAN configurations that can optionally select EtherType, LLC, and
RFC1042 as the search key. Each port may be set to any topology.

In embedded system applications, CPU may want to know the input port of the incoming packet. The
RTL8370N-VB supports an option to insert a VLAN tag with VID=Poit VID (PVID) on each egress port.
The RTL8370N-VB also provides an option to admit VLAN tagged packets with a specific PVID only. If
this function is enabled, the RTL8370N-VB will drop all non-tagged packets and packets with an
incorrect PVID.
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2.

Features

Single-chip 8-port gigabit non-blocking
switch architecture

Embedded 8-port 10/100/1000Base-T PHY

Each port supports full duplex
10/100/1000M connectivity (half duplex
only supported in 10/100M mode)

Full-duplex and half-duplex operation with
IEEE 802.3x flow control and backpressure

Supports 9216-byte jumbo packet length
forwarding at wire speed

Supports Realtek Cable Te
function

- (RTCT)

Supports 96-entry ACL Rules

€ Search keys support physical port,
Layer2, Layer3, and Layer4 information

€ Actions support mirror, redirect,
dropping, priority adjustment, traffic
policing, CVLAN decision, and SVLAN
assignment

Supports 5 types of user defined ACL
rule format for 96 ACL rules

4 Optional per-port enable/disable of ACL
function

& Optional setting of per-port action to
take when ACL mismatch
Supports IEEE 802.1Q VLAN

& Supports 4096 VLANs and 32 Extra
Enhanced VLANs

4 Supports Un-tag definition in each
VLAN

4 Supports VLAN policing and VLAN
forwarding decision

& Supports Port-based, Tag-based, and
Protocol-based VLAN

Up to 4 Protocol-based VLAN entries

® Supports per-port and per-VLAN egress
VLAN tagging and un-tagging

Supports IVL, SVL, and iVL/SVL

& Supports 4096-entry MAC address table
with 4-way hash algorithm, and 64-entry
CAM

¢ Up 0 4096 L2/L3 Filtering Database
Supports Spanning Tree port behavior
configuration

& [EEE 802.1w Rapid Spanning Tre

¢ [EEE 802.1s Multiple Spanning Tree

with up to 16 Spanning Tree instances

Supports IEEE 802.1x Access Control
Protocol

& Port-Based Access Control

® MAC-Based Access Control

& Cuest VLAN

Supports Quality of Service (QoS)

» Supports per port Input Bandwidth
Control

& Traffic classification based on IEEE

802.1p/Q priority definition, physical

Port, IP DSCP field, ACL definition,

VLAN based priority, MAC based

priority, and SVLAN based priority

Eight Priority Queues per port

Per queue flow control

Min-Max Scheduling

Strict Priority and Weighted Fair Queue
(WFQ) to provide minimum bandwidth

* & o O
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4 One leaky bucket to constrain the
average packet rate of each queue

B Supports rate limiting (64 shared meters,

with 8kpbs granulation)

B Supports RFC MIB Counter

¢ MIB-II (RFC 1213)

Ethernet-Like MIB (RFC 3635)
Interface Group MIB (RFC 2863)
RMON (RFC 2819)

Bridge MIB (RFC 1493)

Bridge MIB Extension (RFC 2674)

* 6 O o o

Supports Stacking VLAN and Port Isolation
with 8 Enhanced Filtering Databases

Supports IEEE 802.1ad Stacking VLAN
4 Supports 64 SVILANs

& Supports 32 L2/IPv4 Multicast mappings
to SVLAN

Supports 4 IEEE 802.3ad Link aggregation
port groups

Supports OAM and EEE LLDP (Energy
Efficient Ethernet Link Layer Discovery
Protocol

Supports Loop Detection

Security Filtering

4 Disable learning for each port

4 Disable learning-table aging for each
port

€ Drop unknown DA for each port

Broadcast/Multicast/Unknown DA storm
ontrol protects system froii attack by
hackers

Supports Realtelc Green Ethernet features
4 Link-On Cable length Power Saving

¢ Link-Down Power Saving

Each port supports 3 parallel LED or scan
LED or serial shift LED outputs

Supports [2C-like Slave interface or Slave
MII Management interface to access
configuration register

Supports 16K -byte EEPROM space for
configuration

Integrated 8051 microprocessor
Supports SPI Flash Interface
25MHz crystal input

RTLS370N-VB: LQFP 128-pin E-PAD
package
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3.  System Applications

B 8-Port 1000Base-T Switch

3.1. 8-Port 1000Base-T Switch

Address Table MIB Counter

Packet Buffer

Queue Manager ALE -
ACL
Giga Giga Giga Giga Gige Giga Giga Giga
MACO | MAC 1 MAC 2 MAC 3 MAC 4 MACS5 | MAC®6 MAC 7
Giga Giga Giga Giga Giga Giga Giga Giga
PHY 0 PHY 1 PHY 2 PHY 3 PHY 4 PHY 5 PHY 6 PHY 7

Figure 1. 8-Port 1000Base-T Switch
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4. Block Diagram

RTL8370N-VB Block Diagram
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Figure 2. Block Diagram
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S.

Pin Assignments
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Figure 3. RTL8370N-VB Pin Assignments

itification
Green package is indicated by the ‘G’ in GXXXB (Figure 3). The version is indicated by the ‘B’.

2 Y
Cx

5.2. Package Id
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5.3

Pin Assignment Table

Upon Reset: Defined as a short time after the end of a hardware reset.

After Reset: Defined as the time after the specified ‘Upon Reset’ time.

I: Input Pin

O: Output Pin

P: Digital Power Pin

G: Digital Ground Pin

IPUZ

: Bi-Direction Input/Output Pin

Input Pin With Pull-Up Resistor;

(Typical Value = 75K Ohi)

IPD-

(Typical Value = 75K Ohm)

Is: Input Pin With Schmitt Trigger

Table 1. Pin Assignment Table

: Input Pin With Pull-Down Resistor;

Name Pin No. | Type
P2MDICP 1 AI/O
P2MDICN 2 | Avo
| P2MDIDP _T__ 3 [ Ao
! >MDIDN ) 4 Al/O
AVDDH 5 AP
P3MDIAP o/ 6 AL/O |
P3MDIAN N\, 7 ATO
P3MDIBP o 8 ALO |
P3MDIBN 9 AL/O
AVDDL 10 | AP |
' P2MDICP 11 AT/O |
P3MIDICN 12 | ALO |
P3MDIDP 13 | AllO
P3MDIDN 14 | AIO
AVDDH 15 AP
AGND 16 AG
MDIREF T 17 AO
AVDDL N 18 AP
AVDDH 19 AP
DVDDL 20 P

Al: Analog Input Pin

AQO: Analog Output Pin

\1/O: Analog Bi-Direction Input/Output Pin

AP: Analog Power Pin

AG: Analog Ground Pin

Opu: Output Pin With Pull-Up Resistor;
(Typical Value = 75K Ohm)

Opp: Cutput Pin With Pull-Down Resistor;
(Typical Value = 75K Ohm)

Name __ N\ Pin No. | Type
DVDDL 21 P
DVDDL o/ 22 P
'DVDDL 3 [ p ]
'AVDDH 24 | AP
PAMDIAP 25 | AI/O
PAMDIAN 26 | AlO
| P4MDIBP | 27 A0
| PAMDIBN .28 | AlO
| AVDDL 3 29 AP
P4MDICP v 30 | AIO
P4AMDICN y 31 AL/O
P4MDIDP 32 | AIO
PAMDIDN 33 | AIO
AVDDH 34 AP
| PSMDIAP 35 | AVO
PSMDIAN 36 | AIO
| PSMDIBP 37 | Avo
| PSMDIBN 38 | ALO
AVDDL 39 AP
P5SMDICP 40 | AI/O

Layer 2 Managed 8-port 10/100/1000 Switch Controller
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Name Pin No. | Type Name Pin No. | Type
PSMDICN 41 | AVO P3LED2/SLED_P3B/ 83 | 1/Opy
PSMDIDP 2 | ALO STRP_EN_PWRLIGHT
PLLVDDLI 44 AP — &
PEMDIAD a5 N g%lﬁl;:)D[%/ISS.L g(;)){ 1B/ 85 /Opy
POMDIAN 46| AVO P21 EDO/SL.ED_POB/ 86 | UOpy
P6MDIBP 47 | AlO STRP DISAUTOLOAD
P6MDIBN 48 | AlO P2LED1/SLED_G1B/GPIO4 87 | 1/0py
AVDDL 49 AP PILED2/SLED P3 7A/ 88 | Opy
P6MDICP 50 | A1O STRP SMI SEL I
P6MDICN 51 Al/O P1LEDO/SLED P2 GA/ 89 I/Opy
P6MDIDP 52 | A0 STRP_MID29
P6MDIDN 53 | Ao PILEDI/SLED P1 5A/STRP_EN | 90 | I/Opy
AVDDH 54 AP ~EEE
PTMDIAD 79 AN POLED2/SLED_P0_4A/GPIO2/ 91 | I/Opy
P7MDIAN 56 | AI/O f)TVIifBEN*PHY 9 5
:ﬁgﬁ; ;; igg LED.DA/POLEDI/SLED G2A 93 | V0w
DL < N é%RDﬁcg/AI;OIégI?OéSLED _P4B/ 94 | 1Opy
P7MDICP 60 | AI/O DVDDL 95 P
P7MDICN 61 | AO AVDDH 96 AP
P7MDIDP 62 | AIO XTALO 97 AO
P7MDIDN 63 | AI/O XTALL 03 Al
AVDDH 6d N\, AP nRESET 99 Is
GPIO® 65 . | VOry SCK/MMD_MDC 100 | 1O,
GP109 66 | 1/Opy SDA/MMD_MDIO 101 | 1/Opy
P7LLD2/SPI_F_CLK 67 | 1/Opy AVDDH 102 AP
P7LEDO/SPL_F_DO 68 | 1/Opy POMDIAP 103 | ALO
P7LEDI1/SPI_F DI 69 | I/Opy POMDIAN 104 | AL/O
P6LED2/nSPI_F_CS 70 | 1/Opy POMDIBP 105 | ALO
P6LEDO/GPIO1 71 I/Opy POMDIBN 106 Al/O
P6LED1/GPIO7 72 | 1Opy AVDDL 107 AP
PSLED2/GPIO0 73 | VOpy POMDICP 108 | ALO
PSLEDO 74 | 1/Opy POMDICN 109 | AL/O
P5LEDI 75 1/Opy POMDIDP 110 Al/O
DVDDL 76 R POMDIDN 111 | AIO
DVDDIO 77 P AVDDH 112 AP
DVDDL 78 P P1IMDIAP 113 | AI/O
PALED2/SLED_P7B/GPIO3 79 | 1/Opy BIMDIAN 114 | AO
PALEDO/SLED_P6B/ 80 1/Opy P1MDIBP 115 Al/O
STRP_EEPROM_MOD
PALED1/SLED_P5B/GPIOG 81 | I/Opy VMDIEN Lo ATO
P3LEDI/SLED_G1A/GPIOS 82 | I/Opy ?}ﬁg}cp E; A[?/PO

PIMDICN 119 | AVO

Layer 2 Managed 8-port 10/100/1000 Switch Controller
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Name Pin No. | Type Name Pin No. | Type
PIMDIDP 120 Al/O P2MDIAN 125 Al/O
PIMDIDN 121 Al/O P2MDIBP 126 Al/O
PLLVDDLO 122 AP P2MDIBN 127 Al/O
ATESTCKO 123 AO AVDDL 128 AP
P2MDIAP 124 Al/O GND EPAD G
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6. Pin Descriptions
6.1. Media Dependent Interface Pins

Table 2. Media Dependent Interface Pins

Pin Name Pin No. Type | Drive | Description
(mA)
POMDIAP/N 103 Al/O 10 | Port 0 Media Dependent Interface A~D.
104 For 1000Base-T operation, differential data from the media is
POMDIBP/N 105 transmitted and received on all four pairs. For 100Base-Tx and
106 10Base-T operation, only MDIAP/N and MDIBP/N are used. Auto
POMDICP/N 108 MDIX can reverse the pairs MDIAP/N and MDIBP/N.
109
POMDIDP/N 110 Each of the differential pairs has an internal 100-ohm termination
111 l‘CSiStOr.
PIMDIAP/N 113 Al/O 10 | Port 1 Media Dependent Interface A~D.
114 For 1000Base-T operation, differential data from the media is
PIMDIBP/N 115 transmitted and received on all four pairs. For 100Base-Tx and
116 10Base-T operation, only MDIAP/N and MDIBP/N are used. Auto
P1IMDICP/N 118 MDIX can reverse the pairs MDIAP/N and MDIBP/N.
119
P1MDIDP/N 120 Each of the differential pairs has an internal 100-ohni termination
121 resistor.
P2MDIAP/N 124 Al/O 10 | Port 2 Media Dependent Interface A~D.
125 For 1000Base-T operation, differcntial data trom the media is
P2MDIBP/N 126 transmitted and received on all four pairs. For 100Base-Tx and
127 10Base-T operation, only MDIAP/N and MDIBP/N are used. Auto
P2MDICE/N 1 MDIX can reverse the pairs MDIAP/N and MDIBP/N.
2
P2MDIDP/N 3 Each of the differential pairs has an internal 100-ohm termination
4 resistor.
P3MDIAP/N 6 Al/O 10 | Port 3 Media Dependent Interface A~D.
7 For 1000Base-T operation, differential data from the media is
P3MDIBP/N 3 transiitted and received on all four pairs. For 100Base-Tx and
9 10Base-T operation, only MDIAP/N and MDIBP/N are used. Auto
P3MDICP/N 11 MDIX can reverse the pairs MDIAP/N and MDIBP/N.
12
P3MDIDE/N 13 Each of the differential pairs has an internal 100-ohm termination
14 resistor.
P4MDIAP/N 25 Al/O 10 | Port 4 Media Dependent Interface A~D.
26 For 1000Base-T operation, differential data from the media is
PAMDIBP/N 27 transmitted and received on all four pairs. For 100Base-Tx and
28 10Base-T operation, only MDIAP/N and MDIBP/N are used. Auto
P4MDICP/N 30 MDIX can reverse the pairs MDIAP/N and MDIBP/N.
31
PAMDIDP/N 32 Each of the diifcrential pairs has an internal 100-ohm termination
33 resistor.
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Pin Name Pin No. Type | Drive | Description
(mA)

PSMDIAP/N 35 Al/O 10 | Port 5 Media Dependent Interface A~D.

36 For 1000Base-T operation, differential data from the media is
PSMDIBP/N 37 transmitted and received on all four pairs. For 100Base-Tx and

38 10Base-T operation, only MDIAP/N and MDIBP/N are used. Auto
P5MDICP/N 40 MDIX can reverse the pairs MDIAP/N and MDIBP/N.

41
P5MDIDP/N 42 Each of the differential pairs has an internal 100-chm termination

43 resistor.
P6MDIAP/N 45 Al/O 10 | Port 6 Media Dependent Interface A~D.

46 For 1000Base-T operation, differential data from the media is
P6MDIBP/N 47 transmitted and received on all four pairs. For 100Base-Tx and

48 10Base-T operation, only MDIAP/N and MDIBP/N are used. Auto
P6MDICP/N 50 MDIX can reverse the pairs MDIAP/N and MDIBP/N.

51
P6MDIDP/N 52 Each of the differential pairs has an internal 100-ohm termination

53 resistor.
P7MDIAP/N 55 Al/O 10 | Port 7 Media Dependent Interface A~D.

56 For 1000Base-T operation, differential data from the media is
P7MDIBP/N 57 transmitted and received on all four pairs. For 100Base-Tx and

58 10Base-T operation, only MDIAP/N and MDIBP/N are used. Auto
P7MDICP/N 60 MDIX can reverse the pairs MDIAP/N and MDIBP/N.

61
P7MDIDP/N 62 Each of the differential pairs has an internal 100-ohni termination

63 resistor.

6.2. Parallel LED Pias

Table 3. Paraile! LED Pins

Pin Name Pin No. Type | Drive | Description
(mA)

P7LED2/ 67 1/Opy - Port 7 LED2 Output Signal.
SPI F CLK P7LED?2 indicaies information is defined by register or EEPROM.
P7LEDO/ 68 1/Opy - Port 7 LEDO Output Signal.
SPI_F DO P7LEDO 1indicates information is defined by register or EEPROM.
P7LED1/ 69 1/Opy - Poit 7 LED1 Output Signal.
SPI F Di P7LEDI indicates information is defined by register or EEPROM.
P6LED2/ 70 I/Opy - Port 6 LED2 Output Signal.
nSPI F CS P6LED?2 indicates information is defined by register or EEPROM.
P6LEDO/GPIO1 71 1/Opy - Port 6 LEDO Output Signai.

P6LEDO indicates information is defined by register or EEPROM.
P6LED1/GPIO7 72 /Opy - Port 6 LED1 Output Signal.

P6LEDI 1ndicates information is defined by register or EEPROM.
PSLED2/GPIO0 73 1/Opy - Port 5 LED2 Output Signal.

PSLED?2 indicates information is defined by register or EEPROM.

Layer 2 Managed 8-port 10/100/1000 Switch Controller 12

Track ID: JATR-8275-15 Rev. 1.0



RTLS8370N-VB

34 REALTEK

Datasheet
Pin Name Pin No. Type | Drive | Description
(mA)

PSLEDO 74 I/Opy - Port 5 LEDO Output Signal.

P5SLEDO indicates information is defined by register or EEPROM.
P5SLEDI 75 1/Opy - | Port 5 LED1 Output Signal.

PSLEDI indicates information is defined by register or EEPROM.
P4LED2 79 1/Opy - Port 4 LED2 Output Signal.

P4LED?2 indicates information is defined by register or EEPROM.
P4LEDO/ 80 I/Opy - Port 4 LEDO Output Signal.
STRP_EEPROM P4LEDO indicates information is defined by register or EEPROM.
MOD
P4LED1/GPIO6 81 1/Opy - Port 4 LED1 Output Signal.

P4LEDI indicates information is defined by register or EEPROM.
P3LED1/GPIOS 82 1/Opy - Port 3 LED1 Output Signal.

P3LEDI indicates information is defined by register or EEPROM.
P3LED2/ 83 I/Opy - Port 3 LED2 Output Signal.
STRP_EN PWRL P3LED?2 indicates information is defined by register or EEPROM.
IGHT
P3LEDO0/ 84 [/Opy - Port 3 LEDC Output Signal.
STRP_EN_FLAS P3LEDO indicates information is defined by register or EEPROM.
H
P2LED2/ 85 I/Opy - Port 2 LED?2 Output Signal.
STRP_DIS 8051 P2LED?2 indicates information is defined by register or EEPROM.
P2LEDO/ 36 1/Opy - Port 2 LEDO Output Signal.
STRP_DISAUTO P2LEDO indicates information is defined by register or EEPROM.
LOAD
P2LEDI1/GP1O4 87 1/Opys - Port 2 LED1 Output Signal.

P2LEDI indicates information is detined by register or EEPROM.
P1LED2/ 88 1/Opy - Port 1 LED2 Output Signal.
STRP SMI SEL P1LED?2 indicates information is defined by register or EEPROM.
1
P1LEDO/ 89 I/Opy - Port 1 LEDO Output Signal.
STRP_MID29 PILEDO indicates information is defined by register or EEPROM.
PILEDL/ 950 1/Opy - Port I LED1 Qutput Signal.
STRP_EN EEE P1LEDI indicates information is defined by register or EEPROM.
POLED2/GPI02/ 91 I/Opy - Port 0 LEDZ Output Signal.
STRP_EN PHY POLED2 indicates information is defined by register or EEPROM.
POLED1/ 93 1/Opy - Poit 0 LED1 Output Signal.
LED DA POLEDI indicates information is defined by register or EEPROM.
POLEDO/ 94 1/Opy - Port 0 LEDO Output Signal.
LED_CK/ POLEDO indicates information is the same as P7LEDO and is defined
STRP_SMI_SEL by register or EEPROM.
0
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6.3. Scan Mode LED Pins

Table 4. Scan Mode LED Pins
Pin Name Pin No. Type | Drive | Description
(mA)

SLED G1A/P3LEDI1 82 I/Opy - Scan Mode LED Group A G1A Output Signal.
/GPIOS5

SLED_G2A/LED DA 93 1/Opy - Scan Mode LED Group A G2A Output Signal.
/POLED1

SLED PO 4A/GPIO2 91 1/Opy - Scan Mode LED Group A PO_4A Output Signal.
/STRP_EN PHY/
POLED2

SLED P1 5A 90 I/Opy - Scan Mode Group A LED P1_5A Qutput Signal.
/P1LED1/
STRP_EN EEE

SLED P2 6A/ 89 I/Opy - Scan Mode LED Group A P2 6A Output Signal.
PI1LEDO/
STRP MID29

SLED P3 7A 88 1/Opy - Scan Mode LED Group A P3_7A Output Signal.
/P1LED2/

STRP_SMI SEL 1
SLED G1B/P2LEDI1 &7 I/OPU - Scan Mode LED Group B G1B Qutput Signal.
/GP1O4

SLED_POB/P2LEDO 86 1/Opy - Scan Mode LED Group B POB Output Signal.
/STRP_DISAUTOLO
AD

SLED_P1B/P2LED2 85 1/Opy - Scan Mode LED Group B P1B Output Signal.
/STRP_DIS 8051

SLED P2B/P3LEDO/ 84 1/Opy - Scan Mode LED Group B P2B Gutput Signal.
STRP EN FLASH
SLED P3B/P3LED2/ 83 I/Opy - Scan Mode LED Group B P3B Output Signal.
STRP_EN PWRLIGH
T

SLED P4B/LED CK 94 I/Opy - Scan Mode LED Group B P4B Output Signal.
/POLEDO/
STRP SMI SEL 0
SLED_ P5B/P4LEDI1 81 1/Opy - Scan Mode LED Group B P5B Output Signal.
/GP10O6
SLED P6B/PALEDO 80 1/Opy - Scan Mode LED Group B P6B Ouiput Signal.
/STRP_EEPROM_MO
D

SLED P7B/PALED2 79 I/Opy - Scan Mode LED Group B P7B Output Signal.
/GP1O3

Note: See section 8.19.2 Scan LED Mode, page 34 for details.
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6.4. Serial Mode LED Pins

Table 5. Serial Mode LED Pins

Pin Name Pin No. Type | Drive | Description

(mA)
LED DA/POLEDI 93 I/Opy - Serial Shift Mode LED Data Signal.
LED_ CK/POLEDO0/ 94 1/Opy - Serial Shift Mode [.ED Clock Signal.
STRP_SMI SEL 0

6.5. SPI Flash Pins

Table 6. SP! Flash Pins

Pin Name Pin No. Type | Drive | Description
(mA)
nSPI F CS/P6LED2 70 I/Opy 8 SPI FLASH chip sclect signal.
SPI_ F DI1/P7LEDI1 69 VOpy 8 In Serial I/O Mode
SPI Serial FLASH Serial Data Output (RTL8370N-VB inpuit
pin)

In Dual I/O Mode
SPI FLASH bi-directional pin (this is MSB)

SPI_F DO/P7LEDO 68 1/Opy 8 In Serial I/O Mode
SPI Serial FLASH Serial Data Input (RTL8370N-VB output pin)
in Dual I/O Mode
SPI FLASH bi-directional pin (this is LSB)

SPI F CLK/P7LED2 67 I/Opy 38 SPI FLASH Clock.

6.0. Configuration Sirapping Pins

Table 7. Configuration Strapping Pins

Pin Name Pin No. Type | Description
STRP_EEPROM_ MOD/ 80 I/Opy | EEPROM Mode Selection.
P4LEDO Pull Up: EEPROM 24Cxx Size greater than 16Kbits (24C32~)

Pull Down: EEPROM 24Cxx Size less than or equal to 16Kbit
(24C02~24C16).

Note: This pin must be kept floating, or pulled high or low via an
external 4.7k ohm resistor upon power on or reset.

When this pin is pulled low, the LED output polarity will be high
active. When this pin is pulled high, the LED output polarity will
change from high active to low active.

STRP_EN PWRLIGHT/ 83 I/Opy | Enable LED Power On Light.

P3LED2 Pull Up: Enable LED Power On Light upon power on or reset
Pull Down: Disable LED Power On Light upon power on or reset
Note: This pin must be kept floating, or pulled high or low via an
external 4.7l ohm resistor upon power on or reset.

When this pin is pulled low, the LED output polarity will be high
active. When this pin is pulled high, the LED output polarity will
change from high active to low active.
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Pin Name Pin No. Type | Description
STRP_EN FLASH/ 84 I/Opy | Enable SPI Flash Interface
P3LEDO Pull Up: Enable SPI Flash Interface upon power on or reset

Pull Down: Disable SPI Flash Interface upon power on or reset
Note 1: Please Refer chapter 6.7 for detail description.

Note 2: This pin must be kept floating, or pulled high or low via an
external 4.7k ohm resistor upon power on or reset.

When this pin is pulled low, the LED output polarity will be high
active. When this pin is pulled high, the LED output polarity will
change from high active to low active.

STRP_DIS 8051/P2LED2 85 I/Opy | Disable Embedded 8051.

Pull Up: Disable embedded 8051 upon power on or reset

Pull Down: Enable embedded 8051 upon power on or reset

Note 1: Please Refer chapter 6.7 for detail description.

Note 2: This pin must be kept floating, or pulled high or low via an
external 4.7k ohm resistor upon power on or reset.

When this pin is pulled low, the LED output polarity will be high
active. When this pin is pulled high, the LED output polarity will
change from high active to low active.

STRP_DISAUTOLOAD/ 86 I/Opy | Disable EEPROM or SPI FLASH Auto download.

P2LEDO Pull Up: Disable EEPROM or SPI FLASH auto download upon
power on or reset

Pull Dowi: Enable EEPROM or SPI FLASH auto download upon
power on or reset

Notel: Please Refer chapter 6.7 for detail description.

Note2: This pin must be kept floating, or pulled high or low via an
external 4.7k ohm resistor upon power on or reset.

When this pin is pulled low, the LED ouiput polarity will be high
active. When this pin is pulled high, the LED output polarity will
change from high active to low active.

STRP SMI SEL 1/ 88 I/Opy | External CPU Access Interface Selection.
P1LED2 STRP_SMI SEL[1:0]:
00: LSB I2C mode
STRP_SMI_SEL 0/ 94 I/Opy | 01: MSB 12C mode
POLEDO

10: Slave MII Management MDC/MDIO

11: Realtek 12C-like mode

Note: These pin must be kept floating, or pulled high or low via an
external 4.7k ohm resistor upon power on or reset.

When this pin is pulled low, the LED output polarity will be high
active. When this pin is pulled high, the LED output polarity will
change from high active to low active.

STRP_MID29/P1LEDO 89 [/Opy | Select Slave MII Management MDC/MDIO Device ID.

Pull Down: MDC/MDIO DEVID=0 upon power on or reset

Pull Up: MDC/MDIO DEVID=29 upon power on or reset

Note: This pin must be kept floating, or pulled high or low via an
external 4.7k ohm resistor upon power on or reset.

When this pin is pulled low, the LED output polarity will be high
active. When this pin is pulled high, the LED output polarity will
change from high active to low active.
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Pin Name

Pin No.

Type

Description

STRP_EN EEE/P1LEDI1

90

/Opy

EEE Enable/Disable
Pull Up: Enable MAC/PHY 100Base-TX & 1000Base-T EEE upon
power on or reset

Pull Down: Disable MAC/PHY 100Base-TX & 1000Base-T EEE
upon power on or reset

Note: This pin must be kept floating, or pulled high or low via an
external 4.7k ohm resisior upon power on or reset.

When this pin is pulled low, the LED output polarity will be high

active. When this pin is pulled high, the LED output polarity will

change from high active to low active.

STRP_EN PHY/POLED2

91

I/OPU

Enable Embedded PHY.

Pull Up: Enable embedded PHY upon power on or reset

Pull Down: Disable embedded PHY upon power on or reset
Note: This pin must be kept floating, or pulled high or low via an
external 4.7k ohm resistor upon power on or reset.

When this pin is pulled low, the LED output polarity will be high
active. When this pin is pulled high, the LED output polarity will
change from high active (o low active.

6.7.

Configuration Strapping Pins (STRP DISAUTOLOAD,

STRP D!S 8051, STRP N FLASH)

Table 8. Configuration Strapping Pins (STRP_DISAUTOLOAD, STRP DIS_8051, STRP_EN_FLASH)

STRP_DISAUTOLOAD STEI(;EII)IS S:]F}I{Jt)csﬁill\l Initial Stage (Power On or Reset) Loading Data
From To
0 0 0 EEPROM Embedded 8051 Instruction Memory
0 0 1 SPI FLASH Enibedded 8051 Instruction Memory
0 1 0 EEPROM Register
1 Irreievant | Irrelevant | Do Nothing Do Nothing

0.8. Miscellineous Pins

Table 9. Miscellaneous Pins

Pin Naie Pin No. Type | Description
XTALI 98 Al | 25MHz Crystal Clock Input Pin.

25MHz +/-50ppm tolerance crystal reference input.
XTALO 97 AO | 25MHz Crystal Clock Output Pin.

25MHz +/-50ppm tolerance crystal output.
MDIREF 17 AO | Reference Resistor.

A 2.49K ohm (1%) resistor must be connected between MDIREF and

GND.
GPIOS 65 I/Opy | General Purpose Input/Output Interfaces 108.
GPIO9 66 I/Opy | General Purpose Input/Output Interfaces 109.
GPIO1/P6LEDO 71 I/Opy | General Purpose Input/Output Interfaces 101.

Layer 2 Managed 8-port 10/100/1000 Switch Controller
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Pin Name Pin No. Type | Description
GPIO7/P6LED1 72 I/Opy | General Purpose Input/Output Interfaces 107.
GPIOO/PSLED2 73 I/Opy | General Purpose Input/Output Interfaces 100.
GPIO3/PALED2 79 I/Opy | General Purpose Input/Output Interfaces 103.
GPIO6/P4ALEDI1 81 I/Opy | General Purpose Input/Output Interfaces 106.
GPIOS/P3LEDI1 82 I/Opy | General Purpose Input/Output Interfaces 105.
GPIO4/P2LED1 87 I/Opy | General Purpose Tnput/Output Interfaces 104.
GPIO2/POLED2 91 I/Opy | General Purpose Input/Output Interfaces 102.
SCK/MMD_MDC 100 I/0Opy | EEPROM I2C Host Interface Clock/Slave 12C-like interface

Clock/Slave MII Management Interface Clock
SDA/MMD_MDI 101 1/Opy | EEPROM I2C Host Interface Data/Slave 12C-like Interface
o Data/Slave MII Management Interface Data
nRESET 99 Ispy | System Reset Input Pin.

When low active will reset the RTL&370N-VB.

6.9. Test Pins

Table 10. Test Pins

Pin Name

Pin No.

Type

Description

ATESTCKO

123

AO

Reserved for Internal Use. Must be left floating.

6.10. Power and GND Pins

Table 11. Power and GND Piis

Pin Namnie Pin No. Type | Description

DVDDIO 77 P Digital I/O High Voitage Power.

DVDDL 20, 21, 22,23, 76, P Digital Low Voltage Power.

78,92, 95

AVDDH 5,15,19,24,34,54,| AP | Analog High Voltage Power.
64, 96,102, 112

AVDDL 10, 18, 29, 39, 49, AP | Analog Low Voltage Power.
59,107,117, 128

PLLVDDLO 122 AP | PLLO Low Voltage Power.

PLLVDDL1 44 AP | PLL1 Low Voltage Power.

GND EPAD G GND.

AGND 16 AG | Analog GND.
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7.  Physical Layer Functional Overview

7.1. MDI Interface

The RTL8370N-VB embeds eight Gigabit Ethernet PHY's in one chip. Each port uses a single common
MDI interface to support 1000Base-T, 100Base-Tx, and 10Base-T. This interface consists of four signal
pairs-A, B, C, and D. Each signal pair consists of two bi-directional pins that can transmit and receive at
the same time. The MDI interface has internal termination resistors, and therefore reduces BOM cost and
PCB complexity. For 1000Base-T, all four pairs are used in both directions at the same time. For 10/100
links and during auto-negotiation, only pairs A and B are used.

7.2. 1000Base-T Transmit Furiction

The 1000Base-TX transmit function performs 8B/10B coding, scrambling, and 4D-PAMS encoding.
These code groups are passed through a waveform-shaping filter to minimize EMI effects, and are
transmitted onto 4-pair CATS5 cable at 125MBaud/s through a D/A converter.

7.3. 1000Base-T Keceive Function

Input signals from the media pass through the sophisticated on-chip hybrid circuit to subtract the
transmitted signal from the input signal for effective reduction of near-end echo. The received signal is
then processed with state-of-the-art technology, e.g., adaptive ¢qualization, BLW (Baseline Wander)
correction, cross-talk cancellation, echo cancellation, timing recovery, error correction, and 4D-PAMS
decoding. The 8-bit-wide data is recovered and is sent to the GMII interface at a clock speed of 125MHz
The RX MAC retrieves the packet data from the internal receive MII/GMII interface and sends it to the
wcket buffer manager.

I

7.4, 100Bzase-TX Transmit Funcition

The 100Base-TX transmit function performs parallel to serial conversion, 4B/5B coding, scrambling,
NRZ/NRZI conversion, and MLT-3 encoding. The 5-bit serial data stream after 4B/5B coding is then
scrambled as defined by the TP-PMD Stream Cipher function to flatten the power spectrum energy such
that EMI efiects can be reduced significantly.

The scrambled seed is based on PHY addresses and is unique for each port. After scrambling, the bit
stream is driven onto the network media in the form of MLT-3 signaling. The MLT-3 multi-level
signaling technology moves the power spectrum energy from high frequency to low frequency, which
also reduces EMI emissions.
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7.5. 100Base-TX Receive Function

The receive path includes a receiver composed of an adaptive equalizer and DC restoration circuits (to
compensate for an incoming distorted MLT-3 signal), an MLT-3 to NRZi and NRZI to NRZ converter to
convert analog signals to digital bit-stream, and a PLL circuit to clock data bits with minimum bit error
rate. A de-scrambler, 5B/4B decoder, and serial-to-parallel conversion circuits are followed by the PLL
circuit. Finally, the converted parallel data is fed into the MAC.

7.6. 10Base-T Transmit Function

The output 10Base-T waveform is Manchester-encoded before it is driven onto the network media. The
internal filter shapes the driven signals to reduce EMI emissions, eliminating the need for an external
filter.

7.7. 10Base-T Receive Function

The Manchester decoder converts the incoming serial stream to NRZ data when the squelch ciicuit
detects the signal level is above squelch level.

7.8. Auto-Negotiation for UTP

The RTLS8370N-VB obtains the states of duplex, speed, and flow control ability for each port in UTP
mode through the auto-negotiation mechanism defined in the TEEE 802.3 specifications. During auto-
negotiation, each port advertises its ability to its link partner and compares its ability with advertisenients
recetved from its link partner. By default, the RTL.8370N-VB advertises full capabilities (1000Full,
100Full, 100Half, 10Full, 10Halt) together with flow control ability.
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7.9. Crossover Detection and Auto Correction

The RTL8370N-VB automatically determines whether or not it needs to crossover between pairs (see
Table 12) so that an external crossover cable is not required. When connecting to another device that does
not perform MDI crossover, when necessary, the RTL8370N-VB autoriatically switches its pin pairs to
communicate with the remote device. When connecting to another device that does have MDI crossover
capability, an algorithm determines which end performs the crossover function.

The crossover detection and auto correction function can be disabled via register configuration. The pin
mapping in MDI and MDI Crossover mode is given below.

Table 12. Media Dependent Interface Pin Mapping

Pairs MDI A MDI Crossover
1000Base-T 100Base-TX l __ 10Base-T 1000Base-T | 100Base-TX 10Base-T
A A TX X B o RX RX
B B RX | RX A TX TX
C C Unused Unused D Unused Unused |
D D Unused Unused ~ & Unused Unused |

7.10. Polarity Correction

The RTL8370N-VB automatically corrects polarity errors on the receiver pairs in 1000Base-T and
10Base-T modes. In 100Base-TX mode, the polarity is irrelevant.

In 1000Base-T mode, receive polarity crrors are automatically corrected based on the sequence of idle
symbols. Once the de-scrambler is locked, the polarity is also locked on all pairs. The polarity becomes
unlocked only when the receiver loses lock.

In 10Base-T mode, polarity errors are corrected based on the detection of valid spaced link pulses. The
detection begins during the MDI crossover detection phase and locks when the 10Base-T link is up. The
polarity becomes unlocked when the link is down.

e | NN
Link Partner - | |}u,fv|tch Controller
oo |+
RX e B X
| 4
I
TX ~ RX
_—pl -
AN 7 A\

Figure 4. Conceptual Example of Polarity Correction
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8.  General Function Description

8.1. Reset
8.1.1. Hardware Reset

In a power-on reset, an internal power-on reset pulse is generated and the RTL8370N-VB will start the
reset initialization procedures. These are:

e Determine various default settings via the hardware strap pins at the end of the nRESET signal
e Autoload the configuration from EEPROM if EEPROM is detected

e Complete the embedded SRAM BIST process

¢ Initialize the packet buffer descriptor allocatior

e Initialize the internal registers and prepare thiem to be accessed by the ¢xternal CPU

8.1.2. Software Reset

The RTL8370N-VB supports two software resets; a chip reset and a soft reset.

8.1.2.1 CHIP RESET

When CHIP_RESET is set to Obl (write and self-clear), the chip will take the following steps:
1. Download configuration from strap pin and EEPROM

2. Start embedded SRAM BIST (Built-In Self Test)

3. Clear all the Lookup and VLAN tabies

4. Reset ali registers to default values

5. Restart the auto-negotiation process

8.1.2.2 SOFT RESET

When SOFT RESET is set to Obl (write and self-clear), the chip will clear the FIFO and re-start the
packet buffer link list.

8.2. ILFE 802.3x Full Duplex Flow Control

The RTLE370N-VB supports IEEE 802.3x tiow control in 10/100/1000M modes. Flow control can be
decided in two ways:

e When Auto-Negotiation is enabled, flow control depends on the rcsult of NWay
e When Auto-Negotiation is disabled, flow control depends on register definition
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8.3. Half Duplex Flow Control

In half-duplex mode, the CSMA/CD media access method is the means by which two or more stations
share a common transmission medium. To transmit, a station waits (defers) for a quiet period on the
medium (that is, no other station is transmitting) and then sends the intended message in bit-serial form. If
the message collides with that of another station, then each transmitting station intentionally transmits for
an additional predefined period to ensure propagation of the collision throughout the system. The station
remains silent for a random amount of time (backoff) before attempting to transmit again.

When a transmission attempt has terminated due to a collision, it is retried until it is successful. The
scheduling of the retransmissions is determined by a controlled randomization process called “truncated
binary exponential backoff”. At the end of enforcing a collision (jamming), the switch delays before
attempting to retransmit the frame. The delay is an integer multiple of slot time (512 bit times). The
number of slot times to delay before the nth retransmission attempt is chosen as a uniformly distributed
random integer ‘r’ in the range:

0<r<2“

where:

k = min (n, backoffLimit). The backoffLimit for the RTL8370N-VB is 9.

The half-duplex back-off algorithm in the RTL8370N-VB does not have the maximum retiy count

limitation of 16 (as defined in IEEE 802.3). This means packets in the switch will not be dropped if the
back-off retry count is over 16.

8.3.1. Back-Pressure Mode

In Back-Pressure mode, the RTL8370N-VB sends a 12-byte jam pattern (preamble+SFD+4bytes 0xAA)
to collide with incoming packets when congestion control is activated. RTL8370N-VB supports
48PASS1 function, which receives one packet after 48 coiisecutive jam collisions (data collisions are not
included in the 48). Enable this function to prevent port partition after 63 consecutive collisions (data
collisions + consecutive jam collisions).

8.4. Search and Learning

Search

When a packet is received, the RTL8370N-VB uses the destination MAC address, Filtering Identifier
(FID) and enhanced Filtering Identifier (FID) to search the 4096-entry look-up table. The 48-bit MAC
address, 4-bit FID and 3-bit EFID use a hash algorithm to calculate a 12-bit index value. The RTL8370N-
VB uses the index to compare the packet MAC address with the entries (MAC addresses) in the look-up
table. This is the ‘Address Search’. If the destination MAC address is not found, the switch will broadcast
the packet according to VLAN configuration.

Learning

The RTL8370N-VB uses the source MAC address. I'ID, and EFID of the incoming packet to hash into a
12-bit index. It then compares the source MAC address with the data (MAC addresses) in this index. If
there is a match with one ot the entries, the RTL8370N-VB will update the entry with new information. If
there is no match and the 4096 entries are not all cccupied by other MAC addresses, the RTL8370N-VB
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will record the source MAC address and ingress port number into an empty entry. This process is called
‘Learning’.

The RTL8370N-VB supports a 64-entry Content Addressable Memory (CAM) to avoid look-up table
hash collisions. When all 4K entries in the look-up table index are occupied, the source MAC address can
be learned into the 64-entry CAM. If both the look-up table and the CAM are full, the source MAC
address will not be learned in the RTL8370N-VB.

Address aging is used to keep the contents of the address iable correct in a dynamic network topology.
The look-up engine will update the time stamp information of an entry whenever the corresponding
source MAC address appears. An entry will be invalid (aged out) if its time stamp information is not
refreshed by the address learning process during the aging time period. The aging time of the RTL8370N-
VB is between 200 and 400 seconds (typical is 300 seconds).

8.5. SVL and IVL/SVL

The RTL8370N-VB supports a 4K-group Filtering Identifier (FID) for L2 search and learning. In default
operation, all VLAN entries belong to the same FID. This is called Shared VLAN Learning (SVL). It
VLAN entries are configured to different FIDs, then the sarne source MAC address with multiple FiDs
can be learned into different look-up table entries. This is called Independent VLAN Learning and Shared
VLAN Learning (IVL/SVL)

8.6. lllegal Frame Filtering

[llegal frames such as CRC error packets, runt packets (length <64 bytes), and oversize packets
(length>maximum length) will be discarded by the RTL8370N-VB. The maximum packet length may be
set to 1522, 1536, 1552, or 16384 bytes.

8.7. IEEE 802.5 Reserved Gioup Addresses Filtering Comntrol

The RTL8370N-VB supports the ability to drop/forward IEEE 802.3 specified reserved group MAC
addresses: 01-80-C2-00-00-00 to 01-80-C2-00-00-2F. The default setting enables forwarding of these
reserved group MAC address control frames. Frames with group MAC address 01-80-C2-00-00-01
(802.3x Pause) and 01-80-C2-00-00-02 (802.3ad LLACP) will always be fiitered. Table 13 shows the
Reserved Multicast Address (RMA) configuration mode from 01-80-C2-00-00-00 to 01-80-C2-00-00-2F.

Table 13. IEEE 802.3 Reserved Group Addresses Filiering Control

Assignment . Value

Bridge Group Address ~ N\ 01-80-C2-00-00-00
IEEE Std 802.3, 1988 Edition, Full Duplex PAUSE Operation 01-80-C2-00-00-01
IEEE Std 802.3ad Slow Protocols-Multicast Address ~ I 01-80-C2-00-00-02
IEEE Std 802.1X PAE Address L ) 01-80-C2-00-00-03
All LANs Bridge Management Group Address | 01-80-C2-00-00-10
GMRP Address 01-80-C2-00-00-20
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Assignment Value
GVRP Address 01-80-C2-00-00-21
Undefined 802.1 Bridge Address | 01-80-C2-00-00-04
|
N J 01-80-C2-00-00-0F
Undefined GARP Address 01-80-C2-00-00-22
|
01-80-C2-00-00-2F

8.8. Broadcast/Multicast/Unknowin DA Storm Control

The RTL8370N-VB enables or disables per-port broadcast/multicast/unknown DA storm control by
setting registers (default is disabled). After the receiving rate of broadcast/multicast/unknown DA packets
exceeds a reference rate, all other broadcast/multicast/unknown DA packets will be dropped. The
reference rate is set via register configuration.

8.9. Port Security Function
The RTL8370N-VB suppoits three types of security function to prevent malicious attacks:

e Per-port enable/disable SA auto-learning for an ingress packet
e Per-port enable/disable look-up table aging update function for an ingress packet

e Per-port enable/disable drop all unknown DA packets

e 10. MIB Counters

The RTL8370N-VB supports a set of counters to support managemient functions.
e MIB-II (RFC 1213)

e Ethernet-Like MIB (RFC 3635)

e Interface Group MIB (RFC 2863)

e RMON (RFC 2819)

e Bridge MIB (RFC 1493)

e Bridge MIB Extension (RFC 2674)

8.11. Port Mirroring

The RTL8370N-VB supports one set of port mirroring furnctions for all ports. The TX, or RX, or both
TX/RX packets of the source port can be monitored from a mirror port.
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8.12. VILAN Function

The RTL8370N-VB supports 4K VLAN groups. These can be configured as port-based VLANS,
IEEE 802.1Q tag-based VLANS, and Protocol-based VLANs. Two ingress-filtering and egress-filtering
options provide flexible VLAN configuration:

Ingress Filtering

e Acceptable frame types of the ingress process can be set to ‘adiuit all’, ‘admit untagged only’, and
‘admit tagged only’

e ‘Admit’ or ‘Discard’ frames associated with a VLAN for which that port is not in th¢ member set

Egress Filtering
e ‘Forward’ or ‘Discard’ Leaky VLAN frames between different VLAN domains
e ‘Forward’ or ‘Discard’ Multicast VLAN irames between different VAN domains

The VLAN tag can be inserted or removed at the output port. The RTL8370N-VB will insert a Port VID
(PVID) for untagged frames, or remove the tag from tagged fraimes. The RTL8370N-VB also supports a
special insert VLAN tag function to separate traffic from the WAN and LAN sides in Router and
Gateway applications.

In embedded system applications, the CPU may want to know which input port this packet carie from.
The RTL8370N-VB supports Port VID (PVID) for each port and can insert a PVID in the VLAN tag on
egress. Using this function, VID information cairied in the VLAN tag will be changed to PVID. The
RTL8370N-VB also provides an option to admit VLAN tagged packets with a specific PVID only. If this
function is enabled, it will drop non-tagged packets and packets with an incorrect PVID.

8.12.1. Port-Based VLAN

This detault configuration of the VILAN function can be modified via an 12C-like Slave or Slave MII
Management interface. The 4096-entry VLAN Table designed into the RTL8370N-VB provides full
flexibility for users to configure the input ports to associate with different VLAN groups. Each input port
can join with more than one VLAN group.

Port-based VLAN mapping is the simplest implicit mapping rule. Each ingress packet is assigned to a
VLAN group based on the input port. It 1s not necessary to parse and inspect frames in real-time to
determine their VLAN association. All the packets ieceived on a given input port will be forwarded to
this port’s VLAN members.

12.2. IEEE 802.1Q Tag-Based VLAN

The RTL8370N-VB supports 4K VLAN entries to perform 802.10 tag-based VLAN mapping. In 802.1Q
VLAN mapping, the RTL8370N-VB uses a 12-bit explicit identifier in the VLAN tag to associate
received packets with a VLAN. The RTL8370N-VB compares the explicit identifier in the VLAN tag
with the 4K VLAN Table to deteimine the VLAN association of this packet, and then forwards this
packet to the member set of that VLAN. Two VIDs are reserved for special purposes. One of them is all
1’s, which is reserved and currently unused. The other is ali 0’s, which indicates a priority tag. A priority-
tagged frame should be treated as an untagged franie.
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When ‘802.1Q tag aware VLAN’ is enabled, the RTL8370N-VB performs 802.1Q tag-based VLAN
mapping for tagged frames, but still performs port-based VLAN mapping for untagged frames. If ‘802.1Q
tag aware VLAN’ is disabled, the RTL8370N-VB performs only port-based VLAN mapping both on
non-tagged and tagged frames. The processing flow when ‘802.1Q tag aware VLAN’ is enabled is
illustrated below.

Two VLAN ingress filtering functions are supported in registers by the RTL8370N-VB. One is the
‘VLAN tag admit control’. The other is “VLAN member set ingiess filtering’, which will drop frames if
the ingress port is not in the member set.

8.12.3. Protocol-Based VLAN

The RTL8370N-VB supports a 4-group Protocol-based VLAN configuration. The packet format can be
RFC 1042, LLC, or Ethernet, as shown in Figure 5. There are 4 configuration tables to assign the frame
type and corresponding field value. Taking IP packet configuration as an example, the user can configure
the frame type to be ‘Ethernet’ and value o be “0x0800°. Each table will index to one of the entries in the
4K-entry VLAN table. The packet stream will match the protocol type and the value will follow the
VLAN member configuration of the indexed entry to forward the packets.

Ethernet DASA [  TYPE [ Y,

RFC_1042 DASA | Length [ AA-AADE 00-00-00 [ TYPE [ . ]
LLC_Other DAISA | Length [ DSAPSSAP [ |

Frame Input

Type/Length is
00-00~05-FF?2

\ Frame Type
No™ > Ethemet

6 bytes ?ftgr
Type/Length are
AA-AA-03-00-00-007

No Fr;mniTv‘)e
| :‘ C_Gther

Frame Type
=RFC_1042

Figure 5. Protocol-Based VLAN Frame Format and -low Chart

8.12.4. Port VID

In a router application, the router may want to know which input port this packet came from. The
RTL8370N-VB supports Port VID (PVID) for each port to insert a PVID in the VLAN tag for untagged
or priority tagged packets on cgress. When 802.1Q tag-aware VLAN is enabled, VLAN tag admit control
is enabled, and non-PVID Discard is enabled at the same time. When these functions are enabled, the
RTL8370N-VB will drop non-tagged packets and packets with an incorrect PVID.
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8.13. QoS Function

The RTL8370N-VB supports 8 priority queues and input bandwidth control. Packet priority selection can
depend on Port-based priority, 802.1p/Q Tag-based priority, IPv4/IPv6 DSCP-based priority, and ACL-
based priority. When multiple priorities are enabled in the RTL83701N-VB, the packet’s priority will be
assigned based on the priority selection table.

Each queue has one leaky bucket for Average Packet Rate. Per-queue in each output port can be set as
Strict Priority (SP) or Weighted Fair Queue (WFQ) for packet scheduling algorithm.

8.13.1. Input Bandwidth Control

Input bandwidth control limits the input bandwidth. When input traffic is more than the RX Bandwidth
parameter, this port will either send out a ‘pause ON’ frame, or drop the 1iput packet depending on
register setup. Per-port input bandwidth control raies can be set from 8 Kbps to 1Gbps (in 8Kbps steps).

8.13.2. Priority Assignment

Priority assignment specifies the priority of a received packet according to various rules. The RTL8370N-
VB can recognize the QoS priority information of incoming packets to give a different egress service
priority.

The RTL8370N-VB identifies the priority of packets based on several types of QoS priority information:

e Port-based priority

e 802.1p/Q-basecd priority

e [Pv4/IPv6 DSCP-based priority

e ACL-based priority

e VLAN-based priority

MAC-based priority
VLAN-based priority

®

8.13.3. Priority Queue Scheduling
The RTL8370N-VB supports MAX-MIN packet scheduling.
Packet scheduling offers two modes:

e APR leaky bucket, which specifies the average rate of one queuc

e Weighted Fair Queue (WFQ), which decides which queue is sclected in one slot time to guarantee the
minimal packet rate of one queue

In addition, each queue of each port can select Strict Priority or WFQ packet scheduling according to
packet scheduling mode. Figure 6 shows the RTL8370N-VB packet-scheduling diagram.
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Guaranteed Max. Guaranteed Min.
APRLeaky ' \WFQ Leaky Bucket |
Bucket . |

Queue 0

Scheduler

S Ot e

Figure 6. RTL8370N-VB MAX-MIN Scheduling Diagram

8.13.4. 1EEE 802.1p/Q and OSCP Remarking

The RTL8370N-VB supports the IEEE 802.1p/Q and IP DSCP (Differentiated Services Code Point)
remarking function. When packets egress from one of the 8 queues, the packet’s 802.1p/Q priority and IP
DSCP cai optionally be remarked to a configured value. Each output quetie has a 3-bit 802.1p/Q, and a 6-
bit IP DSCP value configuration register.

3.13.5. ACL-Based Priority

The RTL8370N-VR supports 96-entry ACL (Access Control List) rules. When a packet is received, its
physical port, Layer2, Layer3, and Layer4 information are recorded and compared to ACL entries.

If a received packet matches multiple entrics, the entry with the lowest address is valid. If the entry is
valid, the action bit and priority bit will be applied

e I{the action bit is ‘Drop’, the packet will be dropped. If the action bit is ‘CPU’, the packet will be
trapped to the CPU instead of forwarded to non-CPU ports (except where it will be dropped by rules
other than the ACL rule)

e Ifthe action bit is ‘Permit’, ACL rules will override other rulcs

e I[fthe action bit is ‘Mirror’, the packet will be forwarded to the mirror port and the L2 lookup result
destination port. The mirror port indicates the port configured in the port mirror mechanism

e The priority bit will take effect only if the action bit is *CPU’, ‘Permit’, and ‘Mirror’. The Priority bit
is used to determine the packet queue ID according to the priority assignment mechanism
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8.14. IGMP & MLD Snooping Function

The RTL8370N-VB can trap all IGMP and MLD packets to the CPU port. The CPU processes these
packets, gets the IP multicast group information of all ports, and writes tiic correct multicast entry to the
lookup table via [2C-like Slave interface or Slave MII Management interface.

8.15. IEEE 802.1x Function
The RTL8370N-VB supports IEEE 802.1x Port-based/MAC-based Access Control.

e Port-Based Access Control for each port

e Authorized Port-Based Access Control for each port
e Port-Based Access Control Direction for cach port

e MAC-Based Access Control for each port

e MAC-Based Access Control Direction

e Optional Unauthorized Behavior

e QGuest VLAN

8.15.1. Port-Based Access Contro!

Each port of the RTL8370N-VB can be set to 802.1x port-based authenticated checking function usage
and authorized status. Ports with 802.1X unauthorized status will drop received/transmitted frames.

8.15.2. Authorized Port-Bascd Access Control

If a dedicated port is set to 802.1x port-based access control, and passes the 802.1x authorization, then its
port authorization status can be set to authorized.

8.15.3. Port-Based Access Control Diiection

Ports with 802.1X unauthorized status will drop received/transmitted frames only when poit authorization
direction is ‘BOTH’. [f the authorization direction of an 802.1X unauthorized port is IN, incoming frames
to that port will be dropped, but outgoing fraimes will be transimitted.

8.15.4. MAC-Based Access Control

MAC-Based Access Control provides authentication for multiple logical ports. Each logical port
represents a source MAC address. There are multiple logical ports for a physical port. When a logical port
or a MAC address is authenticated, the relevant source MAC address has the authorization to access the
network. A frame with a source MAC address that is not authenticated by the 802.1x function will be
dropped or trapped to the CPU.

8.15.5. MAC-Based Access Control Direction

Unidirectional and Bi-directional control are two methods used to process frames in 802.1x. As the
system cannot predict which port the DA is on, a system-wide MAC-based access control direction setup
is provided for determining whether receiving or bi-direction must be authorized.
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If MAC-based access control direction is BOTH, then received frames with unauthenticated SA or
unauthenticated DA will be dropped. When MAC-based access control direction is IN, only received
frames with unauthenticated SA will be dropped.

8.15.6. Optional Unauthorized Behavior

Both in Port-Based Network Access Control and MAC-Based Access Control, a whole system control
setup is provided to determine unauthorized frame dropping, trapping to CPU, or tagging as belonging to
a Guest VLAN (see the following ‘Guest VLAN’ section).

8.15.7. Guest VLAN

When the RTL8370N-VB enables the Port-based or MAC-based 802.1x function, and the connected PC
does not support the 802.1x function or does not pass the authentication procedure, the RTL8370N-VB
will drop all packets from this port.

The RTL8370N-VB also supports one Guest VLAN to allow unauthorized ports or packets to be
forwarded to a limited VLAN domain. The user can configure one VLAN ID and member set for these
unauthorized packets.

8.16. IEFF 802. 10U Function

When using IEEE 802.1D, the RTL8370N-VB supports 16 sets and four status for each port for CPU
implementation 802.10 (STP) and 802.1s (MSTP) function:
e Disabled: The port will not transmit/receive packets, and will not perform leaming

e Blocking: The port will only receive BPDU spanning tree protocol packets, but will not transmit any
packets, and will not perform learning

o Learning: The port will receive any packet, including BPDU spanning tree protocol packets, and will
perform learning, but will only transmit BPDU spanning tree protocol packets

e Forwarding: The port will transmit/receive al! packets, and will perform learning

The RTL8370N-VRB also supports a per-port transmission/reception enable/disable function. Users can
control the port state via register.

8.17. Embedded 8051

An 8051 MCU is embedded in the RTL.8370N-VB to support managemment functions. The 8051 MCU can
access all of the registers in the RTL8370N-VB through the internal bus. With the Network Interface
Circuit (NIC) acting as the data path, the 8051 MCU connects to the switch core and can transmit frames
to or receive frames from the Ethernet network. The features of the 8051 MCU are listed below:

e 256 Bytes fast internal RAM

e On-chip 48K data memory

e On-chip 16K code memory

e Supports code-banking
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e [2KBytes NIC buffer
e EEPROM read/write ability

8.18. Realtek Cable Test (RTCT)

The RTL8370N-VB physical layer transceivers use DSP technology to implement the Realtek Cable Test
(RTCT) feature. The RTCT function can be used to detect short, open or impedance mismatch in each
differential pair. The RTL8370N-VB also provides LEDs to indicate test status and results.

8.19. LED Indicator

The RTL8370N-VB supports parallel mode LEDs, scan mode LEDs and scrial mode LEDs for each port.
Each port has three LED indicators, LEDO, LEDI, and LED2. Fach may have different indicator
information (defined in Table 14). Upon reset, the RTL8370N-VB supports chip diagnostics and LED
operation test by blinking all LEDs once.

Table 14. LED Definitions

LED Statuses Description
LED Off LED always off.
Dup/Col Duplex/Collision, Indicator. Blinking when collision occurs. Low for full duplex, and high for
half-duplex mode.
Link/Act Link, Activity Indicator. Low for link established. Link/Act Blinking when the corresponding
port is transmitting or receiving.
Spd1000 1000Mbps Speed Indicator. Low for 1000Mbps.
Spd100 100Mbps Speed Indicator. Low for 100Mbps.
Spd10 10Mbps Speed Indicator. Low for 10Mbps.
Spd1000/Act 1000Mbps Speed/Activity Indicator. Low for 1000Mbps. Blinking when the corresponding
port is transmitting or receiving.
Spd100/Act 100Mbps Speed/Activity Indicator. Low for 100Mbps. Blinking when the corresponding port
is transmitting or receiving.
Spd10/Act 10Mbps Speed/Activity Indicator. Low for 10Mbps. Blinking when the corresponding port is
transmitting or receiving.
Spd100 (10)/Act 10/100Mbps Speed/Activity Indicator. Low for 10/100Mbps. Blinking when the corresponding
port is transmitting or receiving.
Act Activity Indicator. Act blinking when the corresponding port is transmitting or receiving.
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8.19.1. Parallel LED Mode

The RTL8370N-VB supports parallel LED mode. The parallel LED pin also supports pin strapping
configuration functions. The PnLEDO, PnLED1, and PnLED?2 pins are dual-function pins; input operation
for configuration upon reset, and output operation for LED after reset. If the pin input is pulled high upon
reset, the pin output is active low after reset. If the pin input is puiled down upon reset, the pin output is
active high after reset. Typical values for pull-up/pull-down resistors are 4.7KQ.

The PnLED1 can be combined with PnLEDO or PnLED2 as a Bi-color LED.
LED_ PnLEDI should operate with the same polarity as other Bi-color LED pins. For example:

e POLEDI should pull up upon reset if POLED]1 is comibined with POLED?2 as a Bi-color LED, and
POLED?2 input is pulled high upon reset. In this configuration, the output of these pins is active low
after reset

e POLEDI should be pulled down upon reset if POLED1 is combined with POLED?2 as a Bi-color LED,
and POLED?2 input is pulled down upon reset. In this configuration, the output of these pins is active
high after reset

Pull-Up Pull-Down
DVDDIO .
QN 4700h | LED Pin
P ohm RTL8370N-VB ——
, 3 4700h
] 4 é i Oohm

RTL 8370N-VB ohm
| LED Pin e
I L

LED Pins Output Active Low LED Pins Gutput Active High

Figure 7. Pull-Up and Pull-Down of LED Pins for Single-Color LED

Pull-Up Pull-Down
4.7K
a SPD1000 ohm DVDDIC SPD100  4.7Kohm
AN | T — AV
470o0hm 4700ohm
RTL8370N-VB J RTL8370N-VE
Yellow Green Yellow Green
— AW\ - AV N
SPD100 47K SPD1000 4 7K ohm
ohm
LED Pins Output Active Low LED Pins Output Active High

Figure 8. Pull-Up and Pull-Down of LED Pins for Bi-Color LED
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8.19.2. Scan LED Mode

The RTL8370N-VB provides scan LED mode to reduce LED pins but keep the same number of LED
indicators as parallel LED mode. Each port includes one bi-color and one single-color LED. The bi-color
LED consists of LED1 & LED 2 (Figure 10) and the single-color LED is driven by LEDO (Figure 9).

In the bi-color LED circuit, a 30K ohm parallel-connected resistor mmust be used if the strapping pin on
either side of the bi-color LED is pulled low. Otherwise it is not required. Some Scan mode LED pins also
support strapping pins and will not affect the LED polarity.

l, <] P7LEDO __\/x _

SLED P2/6A oo 0 ohm
P2LEDO ./

P6LEDO A" A |

Controller SLED_P1/5A pilEpg ~Oohm
P5LEDO A\ A |

SLED _PO/4A S POLED 0 0ohm

4 P4LED O A AN |
S1LED_G2A E—
S1LED_G1A |———

Figure 9. Scan Mode LED Connection Diagram (Group A: Single-Color LED (LEDQ))

30K ohir

— —N NN/
—
! SLED_P78B | Green. P7LED1
- P7LED?2 Yellow
‘ 30K ohm l
|
— | Green P6 LED1
| & WSl l
SLED_P6B [ =no . V.8
30K oh
e
| L J\/\/\C’Bm P5LED 1
B -
SLED_P5 P5LED?2 Yellow
30K ohm
N P4l N [ Green P4LED1 _
SLED_P4B I iebe s LElow

Controller OK ohm =

SLED_P3B g@‘eﬂJ—-PsLED !
- Yellow

‘ P3.LED 2

30K ohm AN
N ED P2B : | Green P2 LED1
U P2LED2 Yellow |
30K ohm
SLED P1B N Green l P1LEDA1
- P1LED 2 Yellow
30K ohm
SLED POB L l Green l POLED1
- FOLED2 Yellow
SLED_G1B

Figure 10. Scan Mode LED Connection Diagram (Group B: Bi-Color LED (LED1 & LED?2))
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8.19.3. Serial LED Mode

The RTL8370N-VB supports serial shift LED mode to show the speed, link status and other information

of the port status.

In serial led mode, the RTL8370N-VB supports per-port one/two/three single-color LED. The serial LED
default is per-port three single-color LED, and the RTL8370N-VB support 8-port (portO~port7) LED.

8.19.3.1 Serial Shift LED Default Mode, Per-Port Three Single-Color LED

T3=16ms

\d

A

T2=2.538us

-

LED CK

LED DA (

T4=(0.4~0.6) * T1 > wt—

-

E6R

Figure 11. RTL8370N-VB Serial Led Mode Shift Sequence (Per-Port Three Single-Color LED)

A 74HC164 8-Bit Serial-In, Parallel-Out Shift Register captures the per-port link status and diagnostic
information. The related circuit design is shown in the tfollowing diagram.

33V
'Y
LED DA A on PO_LED2 470 ohm
33V o1 B Pl _LED2
LED CK =~ —® ClK a® N ]
N ocl P2 LED L AAA,
o P3IED2 ,
AN ——]
The first 74HC164 QE P4 LED2 ANM—
7411C 164 6| PS5 LED2 -
P6 LED SV
QG — A NN
oHl.  P7 LED2 ]
1 , P0_LEDI
A QA _
33V o8 | Pl LEDI IAAEE
LED CK 7" P2_LEDI AN
QC — ANNAN — 4
P3 LEDI
Qb —
The second 744C164 P4 LEDI v VY
74HC164 | PS_LEDI VAV
4 P6 LEDI vV
P7 LEDI — VY
QH A AN
I , A oal___PO_LEDO |
33V o—| B s P1 LEDO o
CLK \74-1 J\N\/i
LED CK —* el P2 LEDO
bl P3_LEDO ] |
The thitd 74HC164 | 14 iEDo -V
T4HC164 o P5 LEDO VvV
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Figure 12. RTL8370N-VB+74HC164 Serial LED Connection Diagram (Per-Port Three Single-Color LED)

Layer 2 Managed 8-port 10/100/1000 Switch Controller 35

Track ID: JATR-8275-15 Rev. 1.0



RTLS8370N-VB

M\ R E A I_T E K Datasheet

The RTL8231’s shift register mode can reserve the serial data, and output parallel data in order. There are
36 shift registers in the RTL8231. The output data sequence is shown below:

LED Pin Output
LED[0] LED[1] LED[2] LED[35]
S p Q D Q D Q D Q SO

e L | ]

Figure 13. RTL8231 Serial LED Output Data Sequence

To latch the current serial data received at the Si pin, and shift the preceding data to the next stage at the
each rising edge of the serial clock, first the serial data is input to the RTL8231, and then output from the
pin 15 LED[0]. At the last shift register, the serial data is output to the LED[35] pin and the SO pin at the
same time.

The strapping pin configuration of the RTL8231 in Shift Register Mode is shown in Table 15.

Table 15. RTL8231 Shift Register Mode Strapping Pins Configuration

Configuration
Pin Name Pin Type | Description for Serial LED
Mode

Select RTL8231 in the SMI mode or Shift Register mode.
LEDI[0]/Dis_SMI 15 I/Opp | 0: SMI mode.(default) Pull high
1: Shiit register mode

MOD[1:0] defines the parallel output initial valuc atter
tinish reset.

SO/MOD[1] 16 /0 2b’00: LED[15] initial high, others parallel output initial Pull low
low.

2b’01: All parallel output initial high.

2b’10: LED[0] initial high, others parallel output initial
low.

2b’11: LED[15] initial low, others parallel output initial
high.

LED[IS)/MOD[0]| 42 | /Oy Pull high
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8.19.3.2 Serial Shift LED, Per-Port Two Single-Color LEDs

1T3=16ms
T2=1.674us

- .
-} >

\

<l
e}

; T4 =(04~0.6)*T1 i
<—> T1=108ns ( ) —>

= e RRRBEECEEERRREC " HRe

Figure 14. RTL8370N-VB Serial Led Mode Shift Sequence (Per-Port Two Single-Color LEDS)

8.19.3.3 Serial Shift LED, Pei-Port One Single-Color I .ED

T3=16ms

hd

-

T2=810ns

-g— Ll

<—> T1=108ns —» «—T4=(0.4~0.6) * T1

Figure 15. RTL8370N-VB Serial Led Mode Shift Sequerice (Per-Port One Single-Color LED)
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8.20. Green Ethernet

8.20.1. Link-On and Cable Length Power Saving

The RTL8370N-VB provides link-on and dynamic detection of cable length and dynamic adjustment of
power required for the detected cable length. This feature provides high performance with minimum
power consumption.

8.20.2. Link-Down Power Saving

The RTL8370N-VB implements link-down power saving on a per-port basis, greatly cutting power
consumption when the network cable is disconnected. After it detects an incoming signal, it wakes up
from link-down power saving and operates in normai mode.

8.21. IEEE 802.3az Energy Lltficient Ethernet (EEE) Function

The RTL8370N-VB support IEEE 802.3az Energy Efficient Ethcernet ability for 1000Base-T, 100Base-
TX in full duplex operation, and 10RBase-T in full/half duplex mode.

The Energy Efficient Ethernet (ELE) optional operational mode combines the IEEE 802.3 Media Access
Control (MAC) sub-layer with 100Base-T and 1000Rasc-T Physical Layers defined to support operation
in Low Power Idle mode. When Low Power Idle mode is enabled, systems on both sides ¢f the link can
disable portions of the functionality and save power during periods of low link utilization

e For 1000Base-T PHY: Supports Eneigy Efficient Ethernet with the optional function of Low Power
Idle

e For 100Base-TX PHY: Supports Energy Efficient Ethernet with the optional function of Low Power

T4

141

The RTL8370N-VB MAC uses Low Power Idle signaling to indicate to the PHY, and to the link partner,
that a break in the data strecam is expected, and components may use this information to enter power
saving modes that requirc additional time to resume normal operation. Similarly, it informs the LPI Client
that the link partner has sent such an indication.
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9. Interface Descriptions

9.1. 1I2C Master for EEPROM Auto-load

The EEPROM interface of the RTL8370N-VB uses the serial bus 12C to read the Serial EEPROM. When
the RTL8370N-VB is powered up, it drives SCK and SDA to read the configuration/code data from the
EEPROM by strapping configuration.

SDA_E_i_LJ—W

|
|
|
I
rop

0 -

STARI

Figure 16. 12C Start and Stop Command

N 33V

12C Mast [y i EERPOM
SCK————8 EEPROM_SCL

Y
SDA®———— — — >

| 4.7K ohm )
| STRP_DISAUTOLOAD—\\\

— =

EEPROM_SDA

Figure 17. 12C Master for EEPROM Auto-load Interiace Connection Example

The EEPROM can be divided into two sizes: 2Kb~16kb and 32KKb~512Kb. The address of the small size
EEPROM is 8-bits, however the larger EEPROM has word-high addressing and word-low addressing,
and it is 16-bits (two bytes). The RTL8370N-VB supports these two types EEPROM

& 1ADDRESS BYTE —3 ,
1 CONTROL BYTE _ 9| k- 1contROLBYTE __y | ThelstDATABYTE ﬁ| IH The 2nd DATA BYTE __
‘
RVA r T g| _I [RI| A A
Sl1]of1]0o 0 0 o wsc ADDR|7:0] Slilofl1lo a o o|wdc c|
- © K | (P K

A
c
K - —
[ MSBtoLsB —»ff l«——— MSB to LSB — — HH ——— MSBto LSB ——»)|

’|

ACK by ACK by ACK by ACK by Master NOACK by Master
Slave(EEPROM) Slave(EEPROM) Slave(EEPROM)

Figure 18. 8-Bit EEPROM Sequential Read

— 002

The 1st ADDRESS The 2nd ADDRESS

1 CONTROL BYTE BYTE (Word High 2 " BYTE (Word Low 1 CONTROL BYTE The Ist DATA BYTE k— The 2nd DATA BYTE N
Addressing) J Addressing) o
R/ A A A RI[ A A A
Sltfje|1{e 0o 0 0wt ADDR]15:8] o ADDR|7:0| c|Sltfof|tio o o owycC C cp
© K = ‘ K K| | L | K K K
le—— MSB o LSB —/,‘4 [—— msBtoLsE —»i A l«—— MSBtoLSB —»] T l«——— MSB to LSB ——»] T
ACK by ACK by ACK by ACK by ACK by Master NOACK by Master
Slave(EEPROM) Slave(EEPROM) Slave(EEPROM) Slave(EEPROM)

Figure 19. 16-Bit EEPROM Sequential Read
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9.2. I12C-Like Slave Interface for External CPU to Access
RTLE370N-VB

When EEPROM auto-load is completed, the RTL8370N-VB registers can be accessed via SCK and SDA
(I2C-Like) via an external CPU (Decided by Strapping Configuration).

33V

I2C Slave LA'N'\(,\‘}{‘,‘W External CPU
S_SCK|« 1 M_SCL

33V

LM])W

Y

S _SDA M_SDA

33V

STRP_SMI_SEL_1
4.7K ohm*

STRP_SMI_SEL_OF—AWWMAA

Figure 20. 12C-Like Slave for External CPU Access Interiace Connection Example

(— Theist ADDRESS —35  &—  The2nd ADDRESS — The 1st DATA BYTE The 2nd DATA BYTE
1 CONTROL BYTE ﬁ| BY1E (reg_addr[7:0]) BYTE (reg_addr([15:8]) K—  (write_data[7:0)) ——] [— (write_data[15:8]) ~—
R/ A A A A A
11 1{0 0 WécC ADDR[7:0] c ADDRI15:8| C c cp
0 K K K K K
e msBtoLsB — > A [«—— MsBioLsE — >/ [«—— MSBroLsB —74 [«—— wsBtoLsE ——» A

ACK by Slave ACK by Slave ACK by Slave ACK hy Slave ACK by Slave

Figure 21. 12C-Like Slave Interface Write Command

) ¢— Thelst ADDRESS —3 ¢ The2nd ADDRESS -—) The 15t DATA BYTE The 2nd DATA BYTE N
| CONTROL BYTE BYTE (reg_addr[7:0]) BYTE (reg_addr|15:8]) K— (read_data|7:0]) — K— (read_data[15:8]) ) )
R A A A A LY
0 o w#cC ADDR|7:0] c ADDR]15:3] c c crp
M| K K K K K
/ «—— MSBtoLSB — > [«—— M5BtoLsB — >4 e —— MSBtoLSB —»| T l«—— MSB tc 1.SB ——>| T
ACK by Slave ACK by Slave ACK by Siave ACK by Master NOACK by Master

Figure 22. 12C-Like Slave interface Read Command
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9.3. Slave MII Management SMI Interface for External CPU to
Access RTL8370N-VB

The RTL8370N-VB registers can be accessed via Slave MDC and MDIO via an external CPU (Decided
by Strapping Configuration).

SMI Slave (A External CPU
S_MDC= ~NWWWN—— M_MDC
33V
1.5K ohm |
s MO M_MDIO

4.7K ohmJ
STRP_SMI_SEL_1—AMMWW
4.7K ohm

STRP_SMI_SEL 0

Figure 23. Slave MIl Manageiment SMI Interface Connection Example

Table 16. Slave MIl Management SMI Access Format N\

Management Frame Ficlds [

PRE | ST [ OP | DEVAD | REGAD | TA DATA | iDLE |
Read 1.1 | ol | 10 | AAAAA | RRRRR | 70 DDDDDDDPDDDDDDDDD z
Write 1.1 | 01 | 0i | AAAAA | RRRRR | 10 DDDDDDLDDDDDDDDD z

Note: The Slave needs no less than 32bit Preambles (PRE) for accessing a slave via the Slave SMI intc rfa “ej'efault. An
External CPU can configure the Slave to enable preamble suppression function, and then the Slave does not need preamble

for accessing a slave.

9.4 SPI FILASH Inieriace

The RTL8370N-VB supports a Serial 10 and Dual 10 mode SP! Interface to connect SPI FLASH. The
RTL8370N-VB only supports 3-byte address mode access. 4Mbyte capacity of SPI FILASH is ideal for

RTL8370N-VB applicatioii.

Controller SPI FLASH
SPLF ClKf—— ————— | CLK
3.3V
NC-4.7K ohm T
nSPI_F_CS . * cs
SPI_F_Di|= DO(IO1)
SPI_F_DO — | DKIOO)

Figure 24. SPI FLASH Interface Connection Example
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10. Electrical Characteristics

10.1. Absolute Maximum Ratings

WARNING: Absolute Maximum Ratings are limits beyond which Electrical Overstress (EOS) damage
can occur. Permanent damage may be caused to the device, or device reliability can be affected.
All voltages are specified reference to GND unless otherwise specified.

Table 17. Absolute Maximurn Ratings

Parameter Min Max Units
Junction Temperature (Tj) - F125 °C
Storage Temperature o S/ -45 o F125 °C
DVDDIO 2, DVDDIO 0, DVDDIO 1, AVDDH, Supply
Referenced to GND and AGND A GND_O'3_ 3.63 v
DVDDL, AVDDL, PLLVDDLO, PLLVDDL1 Supply Referenced GND-0 2 +121 v
to GND, AGND, PLLGNDO, and PLLGND1 \ : |
Digital Input Voltage [V 4 GND-0.3 VDDIO+0.3 Vo
10.2. Recommended Operating Range
A\ Table 18. Recommended Operating Range P
Parameter Min ' Typical ’ _ Max Units
Ambient Operating Temperature (Ta) 0 - | 70 °C
DVDDIO, AVDDH Supply Voltage Range 3.135 | 33 | 3.465 v
. | -
AVDD L1S
E;;];)L,A VDDL, PLLVDDLO, PLLVDDL1 Supply Voltage 1 &s ff | 1155 v
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10.3. Thermal Characteristics

10.3.1. LQFP-128-EPAD
10.3.1.1 Assembly Description

Table 19. Assembly Description

Number of Cu Layer-PCB

Package Type E-Pad LQFP128
Dimension (L x W) 14 x 20 mm
Thickness 1.4 mm
PCB PCB Dimension (L x W) 130 x 75mm
PCB Thickness 1.6 mm
2-Layer:

- Top layer (10z): 20% coverage of Cu

- Bottom layer (1o0z): 75% coverage of Cu
4-Layer:

- Ist layer (10z): 20% coverage of Cu

- 2nd layer (1oz): 80% coverage of Cu

- 3rd layer (10z): 80% coverage of Cu

- 4th layer (10z): 75% coverage of Cu

10.3.1.2 Material Properties

Table 20. Material Properties

Ttem Material Thermal Conductivity K (W/m-k)
Die Si 147
Silver Paste 1033BF 2.5
Package
Lead Frame CDA7025 168
Mold Compound 7372 0.88
PCB Cu 400
FR4 0.2

10.3.1.3 Simulation Conditions

Tabie 21. Simulation Conditions

Input Power

2.6W

Test Board (PCB)

2L (2S)/4L (2S2P)

Control Condition

Air Flow =0, 1, 2 m/s
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10.3.1.4 Thermal Performance of E-Pad LQFP-128 on PCB under Still Air Convection
Table 22. Thermal Performance of E-Pad LQFP-128 on PCB under Still Air Convection

0JA 0JB 0JC _‘[’JT lI,JB
4L PCB 18.2 8.2 75 | 25 8.8
2L PCB 30.1 10.0 8.9 3.4 11

Note:

OJA: Junction to ambient thermal resistance

OJB: Junction to board thermal resistance

6JC: Junction to case thermal resistance

YJT: Junction to top center of package thermal characterization

YJB: Junction to bottom surface center of PCB thermal characterization

10.3.1.5 Thermal Performance of E-Pad . QFFP-128 on PCB under Forced Convection

Table 23. Thermal Performance of E-Pad LQFP-128 on PCB under Forced Convection

Air Flow (m/s) | 0 1 2 |
Oa | 18.2 15.2 14.2 N
4L PCB 7 25 T 28 35 =
Yo 88 8.6 83 |
O1a 300 25.9 242
2L PCB Ty, 34, 4.5 56
T ¥ AY 107 [ o5

10.4. DC Characteristics
4 Table 24. DC Characteristics

[ Parameter N [ syMm | Min | Typical | Max | Units |
Sysiem Idle (No UTP Port Linis Up, i System Power LED)
’»Po wer Supply Current for VDDH 4 |_ Ipvppio, Lavopir - 41 _| - mA
Power Supply Current for VDDL Ipvppr, IavppL, - 165 - mA
ZA N B _v LVDDL |
Total Power Consumption for All Ports -\ . - 3168 | - mW
1000M Active (8 UTP Ports Link Up. 1 Systeni Power LED, 8 Activity LEDs, 3 Speed LEDs)
Power SuL ol‘j_Current for VDDH Ibvobio, Iavopn e 530 - mA
Power Supply Current for VDDL IpvopL, IavppL, - 881 - mA
N IpLvopr
Total Power Consumption for All Ports PS - 2718.1 - mW
100M Active (8 UTP Ports Link Up, i System Power LED, 8 Activity LEDs, 8 Speed LEDs)
Power Supply Current for VDDH Ipvppio, Lavops - 201 - mA
Power Supply Current for VDDL Invopr, TavpbpL, - 282 - mA
lprivoDL
Total Power Consumption fOf_Al;_POI_S ~, | __PS - 973.5 - mW
10M Active (8 UTP Ports Link Up, i System Power LED, 8 Activity LEDs)
Power Supply Current for VDDH [ Ibvopios Iavbpu ‘ - ‘ 242 ‘ - ‘ mA
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Parameter SYM Min | Typical | Max | Units
Power Supply Current for VDDL Invppr, IavopL, - 200 - mA
IpLivopr
Total Power Consumption for All Ports PS - 1020 - mW
VDDIO=3.3V

TTL Input High Voltage Vi 1.9 - - A%
TTL Input Low Voltage Vi - - 0.7 v
Output High Voltage Von 2.7 - - v
Output Low Voltage Vo - 0.6 v
Output Low Voltage Vo - - 0.4 v

Note: DVDDIO=3.3V, AVDDH=3.3V, DVDDL=1.1V, AVDDL=1.1V PLLVDDL=1.1V.

10.5. AC Characteristics

10.5.1. I2C Master for EEPROM Auto-Load Timing Characteristics

' Tsck .
L, 2
—— ; Ca o
SCK \ / : \ : S £ i
REBCY . 516 8,
50 I—a |
SDA Data Output% Data Output Data Input K Data Input

//

Figure 25. 12C Master for EEPROM Auto-Load Timing Characteristics

{

NRESET

SCK

\

\

SDA

-

3

Figure 26. 12C Master for EEPROM Auto-Load Power on Timing
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Y

| //
|
i //
SDA l / Data Valid \ /_\
o\ / |
Start Stop
Condition Condition
Figure 27. 12C Mastier for EEPROM Auto-Load Timing
Table 25. 12C Master for EEPROM Auto-Load Timing Characteristics
Symbol Description Type Min Typical Max Units
Tsck SCK Clock Period o 9 - s
tl SCK High Time o 4.05 4.5 - us
t2 SCK Low Time O 4.05 4.5 - us
t3 START Condition Setup Time (0] 2 - us
t4 START Condition Hold Time (0] 2 - us
t5 Data Input Hold Time I 0 - ns
t6 Data Input Setup Time I 10 - ns
t7 Data output delay o 2.15 2.35 us
t8 STOP Condition Setup Time (0] 2 - us
t9 SCK/SDA Active from Reset Ready (@) - 76.8 - ms
t10 8K-bits EEPROM Auto-Load Time (@) - 236 - ms
t11 Time the bus is fiee before new START O 10 1S
- SCK Rise Time (10% to 90%) o - 100 ns
- SCK Fall Time (90% to 10%) o - 100 ns
- Duty Cycle 0] 40 50 60 %
Note: t9, and t10 are measured with the ATMEL AT24C08 EEPROM.
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10.5.2. 12C-Like Slave Mode for External CPU Access Interface Timing

Characteristics
Lot 2
13, t4 15, 6 | 7 g, 19
| : I : | ! |

pei—!
! // ‘: 'i -------- !
|
/ Data Input Data Input Data Output >< ﬂ
: ; O NG -

Figure 28. 12C-Like Slave Mode for External CPU Access Interface Timing Characteristics

Table 26. 12C-Like Slave for External CPU Access Interface Timing Characteristics

Symbol Description Type Min Typical Max Units
t1 SCK High Time I 4.0 - - 1S
2 SCK Low Time i 4.0 - - us
t3 START Condition Setup Time 1 0.25 - - us
t4 START Condition Hold Time I 0.25 - - us
t5 Data Input Hold Time I 0 - - us
t6 Data Input Setup Time I 100 - - ns
t7 Clock to Data Output Delay O 10 - 100 ns
t8 STOP Condition Setup Tiine I 0.25 - - us
t9 Time the bus is free before new START I 0.5 - - us
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10.5.3. Slave MII Management SMI for External CPU Access Interface
Timing Characteristics

The RTL8370N-VB supports MDIO slave mode. The Master (the RTL.8370N-VB link partner CPU) can
access the Slave (RTL8370N-VB) registers via the MDIO interface. The MDIO is a bi-directional signal
that can be sourced by the Master or the Slave. In a write command, the Master sources the MDIO signal.
In a read command, the Slave sources the MDIO signal.

e The timing characteristics of the Master (the RTL8370N-VB link partner CPU) are provided by the
Master when the Master sources the MDIO signal (Write command)

e The timing characteristics of the Slave (RTL8370N-VB) are provided by the RTL8370N-VB when the
RTL8370N-VB sources the MDIO signal (Read command)

t1
R T ——
B N \ /. \V/
MDC \ \ / "
;....7... R —— \:......._/ VIL
|
o NNXXY/ RAN V4 vV
MDIO E?y "
77 RRASN T 77 RRASS 7y Vi
[——»| r
2] |13
Figure 29. MDIO Sourced by Master (External CPU)
MDC Vi
. . B Y 2 VIL
. X (N N, Vi
K
AN X Vil
14 *I

Figure 30. MDIO Sourced by Slave (RTL8370N-VB)

Table 27. Slave SMI (MDC/MDIQ) Timing Characteristics and Requirements

Parameter SYM | Description/Condition | Type | Min | Typical | Max | Units
MDC Clock Period t1 Clock Period - I 125 - - ns
MDIO to MDC Rising Setup t2 Input Setup Time I 8 ) _ s
Time (Write Data) - A

MDIO to MDC Rising Hold t3 Input Hold Time I 8 } . ns
Time (Write Data) A" BN

MDC to MDIO Delay Time 4 Clock (Rising Edge) to Data Delay

(Read Data) | Time i © 0 ] 50 »
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10.5.4. Serial Shift Mode LED Interface Timing Characteristics

| Tcyc |
¥ ]| —
t ik ma;
LED_CK ! I¥ S
0 | ke Vmiy
: : tsetup:0 l:l hold:0,
5K A AV Vln(max)
LED DA XX DataOutput ! XX
; A/ X Vin(min)
|

Figure 31. Serial Shift Mode LED Timing Characteristics

Table 28. Serial Shift Mode LED AC Timing

Mode and Description Symbol Min Typical Max | Units
Input High Voltage Vih 2.0 - - v
) Input Low Voltage Vil - - 0.8 v
§§flf?1 LED_CK Clock Cycle Teye - 108 - ns
LED [Puty Cycle of the LED_CK Duty 45 50 55 %
LED DA to LED CK Output Setup Time tsetup:0 40 - - 1is
LED DA to LED CK Output Hold Time thold:0 20 - - ns
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10.5.5. SPI FLASH Interface Timing Characteristics
tsLen tensu
— !
SPL CS# 5 o\
SPI_SCK /_\M /_\M ) G N
tseitup:O thold:b t E I
E‘ > ,E setup:1 ith 1
' ' 4 olgl:
SPI_SI (Output) ZZX VSB W '(—>0
High-Z : i
SPI_SO (Input) £ <>K Data In W// /
Figure 32. SPI FLASH Timing Characteristics
Table 29. SPI FLASH AC Timing
Symbol | Description Type Min Typical Max | Units
fspr sck | Clock Frequency of the SPI_SCK (6] - 62.5 - MHz
Duty Duty Cycie of the SPI_SCK o 45 50 55 %
tsLcH CS# Active Setup Time O 6 - - ns
teush CS# Active Hold Time (@) 6 - - ns
toetup:0 Data Output Setup Time (@) 5 - - ns
thold:0 Data Output Hold Time O 6 - - ns
tsetup:l Data Input Setup Time I 2 - - ns
thold:T Data Input Hold Time 1 0 - - ns
Test Condition: FSPLSCK:62-5MHZ
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10.6. Power and Reset Characteristics

t1

i

DvDDL
AVDDL
PLLVDDLO
PLLVDDLI

DvDDIO
AVDDH

:

—_
IS

nRESET

Figure 33. Power and Reset Characteristics

Table 30. Power and Reset Characteristics

Parameter SYM | Description/Condition Type | Min | Typical | Max | Units
Reset Delay Time t1 The duration from all powers steady to
. : I 10 - - ms
the reset signal released to high.
Reset Low Time t2 The duration of reset signal remain low
time for issuing a reset to the I 10 - - ms

RTL8370N-VB.
VDDL Power Rising Settling | 3 DVDDL, AVDDL, PLLVDDLO and

Time PLLVDDLI1 power rising settling time. I p-3 \ 100 ms
VDDH Power Rising t4 DVDDIO and AVDDH power rising

. . W, N I 0.5 - 100 ms
Settling Time settling time.
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11. Mechanical Dimensions
11.1. RTL8370N-VB: LQFP 128-Pin E-PAD Package
Thermally Enhanced Low-profile Quad Flat Package (LQFP) 128 I eads 14x20mm Outline.
D
D1
Do
102 | E»&__
AOARRRAARAA HHHHHHHiHHHHHEH BOBARARAAAA
N
e
GAGEiPLANE
E| — 23
L
L
DETAIL A-A
SEATIMG PLANE
Symbol __.—Dimension in mm "t __ Dimension in inch vV
Min Nom _ Max . Min Nom ‘ Max
A 1 N - 160 | - - | 0.063
A 0.05 - | o015 0.002 - [ 0.006
A 17 135 140 145 0.053 _ 0.055 0.057
b 0.17 02 | o2 0.007 ).009 0.011
D 22.00BSC 0.866BSC
| D, 20.00BSC 0.787TBSC
D,E, 5.60 660 | 750 0.220 0.260 0.295
E 16.00BSC N 0.630BSC
E, 14.00BSC 0.551BSC
e 0.50BSC Py 0.020BSC
L 045 | 060 075 | 0018 0.024 0.030
L1 1.00REF (AN 0.039REF

Note 1: CONTROLLING DIMENSION: MILLIMETER (mm).
Note 2: REFERENCE DOCUMENT: JEDEC MS-26.
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M\ R E A I_T E K Datasheet

12. Ordering Information

Table 31. Ordering Information
Part Number Package Status
RTL8370N-VB-CG LQFP 128-Pin E-PAD ‘Green’ Package ) -
Note: See page 7 for package identification information.

Realtek Semiconductor Corp.

Headquarters

No. 2, Innovation Road II, Hsinchu Science Park,
Hsinchu 300, Taiwan, R.O.C

Tel: 886-3-5780211 Fax: 886-3-5776047
www.realtek.com
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