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1. Overview

RTL9607C supports 4K entries in VLAN table and it shares for SVLAN and CVLAN. When SVID and
CVID are the same, users cannot set different configurations in the same VLAN entry. For this scenario,
users can use classification module to filter CVLAN/SVLAN or treat them. The CVLAN module
supports 802.1g VLAN bridging and can operate with the following capabilities:

® VLAN table

® CVLAN member assignment

® Multiple Spanning Tree Instance

® [VL and SVL learning mode

® Decision IVL and SVL learning mode b.(b'
®  Enable/Disable CVLAN function 6(\

® Ingress CVLAN filtering \d\\

® Port based CVID . (g

® Protocol based CVLAN ~<\\’\

® Ingress CVLAN decision c\\b‘@

® Egress CVID decision and egress &'@mg
® CVLAN Leaky N~

x<
@  Per port accept frame ty&f&nﬁ guration
® Action for Reserved ¥ID 0 and VID 4095
® Egress CVLAN tag format configuration

The SVLAN (Stacking/Service VLAN) module is designed by IEEE 802.1ad. It's known as like Q-in-Q

function and can operate with the following capabilities:

® Enable/Disable SVLAN function

® Aware SVLAN tag
® Action for SVLAN un-tagging
@ Port based SVID
® SVLAN decision and filtering behavior
® SVLAN forwarding behavior
Single chip PON 1 Rev.1.0.0
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SVLAN TPID configuration
SVLAN trap priority
S-priority assignment

Keep DEI of SVLAN

SP2C configuration

2. VLAN table

The relationship of the VLAN table entry and VLAN ID is direct mapping. For VID = 1000, its
configuration is recorded in 1000 index entry in VLAN table. The following figure shows bit order of
each field of entry in VLAN table.

V Tabl
o LAN Table é(b'

MBR([10:0]/{10:0}

1 31 VLAN memb;\xtensmn port conflgluratlon

l <O

UNTAG[10:0]/{21:11}

N
22 FID_MSTI[1:0]/{23:22} " \ |
24 SVLAN,\;:LHE\/'Y L SVL 0 EXT@5+¢ MAca9[5 0]/{05:00} |-
2 EXT of MAC10[5:0]/{11:06}
2 of MACe7[5:0]/{17:12}
EXT_MASKIDX([4:0]/30:26 6
30 s\\

F|guuep VLAN Table Entry
The below table illustrates descnpuo@h field of entry in VLAN table.

fb’ Table 1. VLAN Table

Field Name " Description

MBR 11 VLAN member port mask

UNTAG 11 VLAN Un-tag member port mask

FID_MSTI 2 Filtering Database/Multiple Spanning Tree Instance

SVLAN_CHK_IVL_SVL 1 For SVLAN decision using SVLAN IVL/SVL
0: SVLAN not check IVL_SVL setting
1: force SVLAN check SVL_IVL

IVL_SVL 1 0: SVL 1: IVL
EXT_MASKIDX 5 EXT member index for MAC9/10/7 extension port member

The EXT_MASKIDX field points to 32 entries of VLAN member extension port configuration. Each
entry includes EXT 0 to EXT 17. EXT 5-0 of which are belong to MAC 9 and EXT 11-6 are belong to
MAC 10. The rests of which are belong to MAC 7.

Single chip PON 2 Rev.1.0.0
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3. CVLAN member assignment

The each entry of VLAN table provides some fields for assigning the member port mask, un-tag member
port mask and extension member port. For the VLAN member port mask, it is used to indicate packet
with VID could be forwarded to there. For VLAN un-tag member port mask, it is used to indicate packet
with VID would be removed VLAN tag while sending it to egress port. The VLAN member extension
port mask is the extension virtual ports for CPU.

4. Multiple Spanning Tree Instance

Per each VLAN, system total provide 2 instances for multiple spanning tree. User can set the spanning
tree instance in each entry of VLAN table.

5. IVL and SVL learning mode (\&b

System provides IVL (independent VLAN learning) and SVL ({h"&d VLAN learning). Each entry of
VLAN table would set the learning mode of this VLAN is l@ or SVL. For SVL mode, each VLAN
entry would also set the FID to separate the learning dafhdin for all VLAN entries with SVL mode.
System total provide 2 FID. Here gives an example for@strating learning domain.

/ /'F»\\\ / 7\ - /(\é-\\\ / ff-__7_—-:““‘\'\\

/ y ' y N

/[VEANO] ,«" VLANl VLAN3 | VLAN4 VLANS \
(Ve |\ [ Ve SVL |\ ,
| | . N

- %&»‘- IR ) |

/.

\ Learning/ 4 ng‘ \ / \L d
g Lo Learning domain earning omam
W W -

Figure 2. IVL/SVL Learning Domain

6. Decision IVL and SVL learning mode

System provides IVL or SVL learning mode can be decided by SVLAN or CVLAN. The below figure
would illustrate decision method for IVL/SVL of packet.
7 Packet from Port n

__ SVAAN_CHK_IVL-SVL

Uplink Port —Yes-><\\=ob1

Single chip PON 3 Rev.1.0.0

L

iz



< /37 > @ @ Dwaa Atmc v 2 #iE v

fr}% R EA I-T E K VLAN Application Note

Figure 3. Decision IVL and SVL

7. Enable/Disable CVLAN

The CVLAN function would be global enabled/disabled. When CVLAN function is disabled, the
CVLAN ingress/egress filtering function is disabled. In other words, the packets will not be filtered by
CVLAN setting and ASIC is like a dump switch. Even if enable CVLAN function and ingress CVLAN
filtering, the packet does NOT be restricted by ingress CVLAN filtering and CVLAN system control
when it matches ACL rule or belong to Reserved Multicast Address. The below table illustrates CVLAN

ingress/egress filtering function configuration.

Table 2. CVLAN Filtering Setting

Field Name Bits  Description
VLAN_FILTERING 1 System VLAN ingress/egress function setting
0b0: disable CVLAN ingress/egress filtering
Ob1: enable CVLAN ingress/egress filteri V@
8. Ingress CVLAN filtering \Q)(\
o

For CVLAN module per port could enable or disable the\}rgress CVLAN filter function. If ingress

CVLAN filtering function is enabled and the source pon&&'s NOT belong to CVLAN member port, the

ingress packet would be dropped by CVLAN r%@ The below table illustrates per-port ingress
N

.

CVLAN filter function configuration. s\

Table 3. Per-poPé}ess CVLAN Filtering Setting

Field Name Bits Desctiption

VLAN_PORTn_INGRESS 1 ?@on VLAN ingress check for source member VLAN
(&b : disable source member VLAN ingress
_ @;0bl: enable source member VLAN ingress

9. Port based &7 ID

Each port can be assigned the port-based CVID. When the ingress packet does not match any CVID
setting, the CVID will be assigned by port-based CVID. The below table illustrates port-based CVID
configuration of MAC 0-10 and EXT 0-17.

Table 4. CVLAN PVID Setting

Field Name Bits  Description
VLAN_PORTn_VID 12 VLAN ID for MAC 0-10
VLAN_EXTn_VID 12 VLAN ID for MAC 9 EXT 5-0/MAC10 EXT11-6/MAC7 EXT 17-12
Single chip PON 4 Rev.1.0.0
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10. Protocol based CVLAN

There are 4 entries of VLAN protocol in the system. Each entry provides 3 frame types: Ethernet, LLC-
Other and RFC1042. The below figure describes the protocol match rule.

Ethernet ™PE | ...
RFC_1042 Length AA-AA-03 00-00-00 [ TYPE |
LLC_Other| DA/SA | Length DSAP/SSAP R
Frame input
Y
 Type/Length = 00-00 ~05-FF =~ No » Frame Type = Ethernet
’,,L\
____6-byies after Typc/Lcn\trr%

g AA-03-00~00/(KLJ No—» Frame Type = LLC_Other

B

v &
Frame Type = RFC_1042

Q)
Figure 4. Protocol VLAN Che K’}

If the packet matches the frame type, it will check the Etpé ype is exactly match this protocol entry.

The following table illustrates each field of CVLAN pr entry configuration.

Table 5. VLAN ‘ﬁ ol Entry Setting

Field Name Bits Description\N"
VLAN_PPBn_FRAME_TYPE 2 Framebe@‘
0b00L E net

: RFC1042
11:As usage disabled
VLAN_PPBn_VALID O\U Valid port mask for this protocol type
VLAN_PPBn_ETHERTYPE N6  Ether type value

There is independent protocol based CVLAN setting entry for each port. For example, if the packets
match the VLAN protocol entry, the protocol VLAN assignment is according to per port configuration.

Single chip PON 5 Rev.1.0.0
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Port 0
VLAN Protocol Entry
VLAN Setting |
Ether TypeA
NA P
X Ether TypeB
VLAN Setting 2
Ether TypeC
N/A Chiind
Ether TypeD
VLAN Setting 2
VLAN Setting 3
VLAN Setting 4
VLAN Setting 5

&

Figure 5. Per Port Protocol VLAN Entry and Vk@Protccol Entry Mapping

® If the packet is received from port 0 and matched the col entry 0, this packet will apply to
VLAN setting 1. Q\\'

® [f the packet is received from port O and matcl'&he protocol entry 1, this packet will not apply the
N
protocol VLAN. Q

® [f the packet is received from port 1 anﬂ'&atched the protocol entry 0, this packet will apply to
VLAN setting 2. <

N
® [f the packet is received from é&‘ 1 and matched the protocol entry 1, this packet will apply to
VLAN setting 3. Q\

The following table illustrates each field of Port-and-Protocol-based VLAN configuration.

Table 6. Port-and-Protocol-based VLAN Setting

Field Name Bits Description

VLAN_PPBm_PORTn_VID 12 VLAN ID for port n in protocol and port based item m
VLAN_PPBm_ EXTn_VID 12 VLAN ID for EXT 17-0 in protocol and port based item m
VLAN_PPBm_PORTn_PRIORITY 3 Priority for port n in protocol and port based item m
VLAN_PPBm_PORTn_VALID 1 Valid control for port n in protocol and port based item m

11. Ingress CVLAN decision

While a packet was received by system, its CVLAN tag is determined by ASIC. The detail flow chart is

shown as below.

Single chip PON 6 Rev.1.0.0
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Packet Input Packet Input '

“TACL ingress CVID = Ingress VID is ACL Ingress VID ~Tngress 802.1Q tagging —— Yes= Ingress 1Q-Priority is Tag priority |
- S
e '
=Not 802.1Q un—tngéiu{."'-—‘:’cs—bﬁ Ingress VID is Tag VID B e
e ==="_Port-and-Protocol-based VLAN == Yes:
v l
~== ]’_'dr_ll-ap_d-?mmml-hased_ VLAN B Wes— | Ingess 1Q-Priority is none Ingess 1Q-Priority is
TrRp— VLAN_PPBm_PORTn_PRIORITY
¢ v
- Ingress VID is specified in Port-
Ingress VID is port PVID and-Protocol-based Table

Figure 6. CVLAN Decision Flow

12. Egress CVID decision and egress filtering

In order to avoid the packet is dropped by egress CVLAN filtering funchido@? user need configure VLAN

member ports which belong to egress VID that may be modified by egress, L34 and Classification
functions. The below figure shows egress CVID decision and C\fk

VLAN member port in VLAN table entry.

egress filtering that is according to

N
EEERG®
v oD

Translation/Tagging |

o .
Q\@ ACL _Egres;_\'f_lD.'-'—'FYes—>| ACL Egress VID
- —‘

.4—*-'-'.VLP_'\_H'VEILTE_RVI_N_G_#I. S—
YES
v

‘ CVLAN Egress Filtering ‘

Figure 7. Egress CVID Decision and Filtering Flow

13. CVLAN Leaky

CVLAN provides leaky function for specific traffic type. When leaky type is enabled, this type of packet
will not be filtered by CVLAN function. Here list the supported packet type for CVLAN leaky:

For whole system setting:

® Reserved Multicast Address (01-80-C2-00-00-00 ~ 01-80-C2-00-00-2F)

Single chip PON 7 Rev.1.0.0
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® (CSSTP (01-00-0C-CC-CC-CD)
® CDP (01-00-0C-CC-CC-CC)

® [IGMP packet

For per port setting:

® [P Multicast packet

The Reserved Multicast Address some address groups share the same setting. The following table is

listed the sharing groups.

Table 7. RMA Group Table

Bridge Group Address

01-80-C2-00-00-00

IEEE Std 802.3 » 1988 Edition » Full Duplex PAUSE operation

01-80-C2-00-00-01

&

IEEE Std 802.3ad Slow Protocols-Multicast address 01-80-C2-(08»00-02
IEEE Std 802.1X PAE address 01-80-CZL0PZ00-03
Reserved 01 iﬁz‘-oe-oo-m ~
15807C2-00-00-07 &
%\so-cz-oo-oom -
1-80-C2-00-00-0C&
& 01-80-C2-00-00-0F
Provider Bridge Group Address AN 01-80-C2-00-00-08
Provider Bridge GVRP Address XQ\ 01-80-C2-00-00-0D
IEEE Std. 802.1AB Link Layer Discovery Protoco%mcast 01-80-C2-00-00-0E
address O\
All LANs Bridge Management Group Address Q)" 01-80-C2-00-00-10
Load Server Generic Address L NI 01-80-C2-00-00-11
Loadable Device Generic Address Q}‘ 01-80-C2-00-00-12
Reserved (b\.\' 01-80-C2-00-00-13 ~
Q 01-80-C2-00-00-17 &

01-80-C2-00-00-19 &
01-80-C2-00-00-1B ~
01-80-C2-00-00-1F

Generic Address for All Manager Stations

01-80-C2-00-00-18

Generic Address for All Agent Stations

01-80-C2-00-00-1A

GMRP Address 01-80-C2-00-00-20
GVRP address 01-80-C2-00-00-21
Undefined GARP address 01-80-C2-00-00-22 ~

01-80-C2-00-00-2F

14. Accept Frame Type

Per port we can configured the accept frame type. The accept type would be:

®  Accept all frames (both tag and un-tag)

®  Accept tag frame only

Single chip PON 8

Rev.1.0.0

L

iz



< /37 > @ @ Dwaa Atmc v 2 #iE v

f@%f.% R EA I-T E K VLAN Application Note

® Accept un-tag frame and priority-tagged frame

® Accept 1Q and 1P tagged frame

15. Action for Reserved VID 0 and VID 4095

For reserved VID 0 and VID 4095 system could set the action for each reserved VID. The action could be:

® RESVID_ACTION_TAG -- The packet will be treat as TAG packet
® RESVID_ACTION_UNTAG -- The packet will be treat as UN-TAG packet

16. Egress CVLAN tag format configuration

The selection of egress packet format is dependent on CVLAN egress type setting. By the way, even if
system is disabled CVLAN function, CVLAN tag format of egress packet is still controlled by per port

egress mode. b(b-
16.1. Egress tag mode \®

The selection of egress packet format is based on CVLAN [g\format mode setting of egress port.

Table 8. Egress Por(sﬁg Mode Setting

Field Name Bits  Description ‘\G
EGRESS_MODE 2 Per-port CV, tag egress format
0b00: Ori mode. Output frame will follow ASIC’s CVLAN decision.
0bO1: K@p format mode. Output frame will keep CVLAN original format.
g-in > tag-out, un-tag-in = un-tag-out)

> Priority tag mode. Output frame will be priority tag.
11: reserved

® Original mode: egress pa rmat will follow ASIC original decision
® Keep format mode: egress packet tag format will follow ingress packet CVLAN tag format
B Ingress packet is un-tag—> egress packet is un-tag
B Ingress packet is tag—> egress packet is tag
®  Priority tag mode: egress packet tag format will always be priority tag
B Ingress packet with C-priority—> egress packet with ingress C-priority
B Ingress packet is un-tag—> egress packet with port-based priority

16.2. IP4MC Egress tag mode

In regard to downstream IPv4 multicast from CF port, the egress packet format is based on [IPAMC egress

tag setting of egress port.

Single chip PON 9 Rev.1.0.0
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Table 9. Egress Port IPAMC Tag Mode Setting

Field Name Bits  Description
IPAMC_EGRESS_MODE 2 Per-port CVLAN tag egress format
0b00: Original mode. Output frame will follow ASIC’s CVLAN decision.
0b01: Keep format mode. Output frame will keep CVLAN original format.
(tag-in = tag-out, un-tag-in > un-tag-out)
0b10: Priority tag mode. Output frame will be priority tag.
Ob11: as VLAN_PORTn_EGRESS_MODE setting
For non-FB packet and check outer DIP only

16.3. IP6MC Egress tag mode

In regard to downstream IPv6 multicast from CF port, the egress packet format is based on IPOMC egress

tag setting of egress port.

Table 10. Egress Port IP6MC Tag Mode Settin’%

Field Name Bits _ Description \
IPAMC_EGRESS_MODE 2 Per-port CVLAN tag egress format
0b00: Original mode. Output frame\' ollow ASIC’s CVLAN decision.
0b01: Keep format mode. Out; me will keep CVLAN original format.
(tag-in = tag-out, un-t: - un-tag-out)
0b10: Priority tag mode, @ut frame will be priority tag.
Obl1: as VLAN_POR RESS_MODE setting
For non-FB packet ;q@heck outer DIP6 only

. O
N
O
About CFI value in CVLAN tag, syst;c}@bmvides CVLAN CFI setting to decide the CFI value of egress
packet. The CFI setting is 1 bit here [igdhe CFI keep behavior.

16.4. Keep CFI of CVLAN

Q\Q Table 11. CVLAN CFI Setting

Field Name Bits  Description

VLAN_CFI_KEEP 1 Keep ingress tag CFI
0b0: always egress CFI=0
Ob1: Keep ingress tag CFI value to egress tag

Table 12. CVLAN CFl Keep Behavior

0 Tag Tag and tag touched 0
Tag 0
Un-tag N/A
Un-Tag Tag 0
Un-tag N/A
1 Tag Tag and tag touched Keep
Tag Keep
Un-tag N/A
Un-Tag Tag 0
Un-tag N/A
Single chip PON 10 Rev.1.0.0
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17. Enable/Disable SVLAN function

The SVLAN function could be global enabled/disabled. When SVLAN function is disabled, the SVLAN
ingress/egress filtering function will be disabled. In other words, the packets will not be filtered by
SVLAN setting. Both SVLAN member assignment and decision of SVLAN IVL/SVL rest with VLAN

table entry. The control register is shown as below table.

Table 13. SVLAN Filtering Setting

Field Name Bits  Description

VS_FILTERING 1 System SVLAN ingress/egress function setting
0b0: disable SVLAN ingress/egress filtering
Obl: enable SVLAN ingress/egress filtering

18. Aware SVLAN tag

The SVLAN tag can be aware with per-port configured. If the port is co&ﬁred to be uplink port, ASIC
will parse packets to strip STAG (SVLAN tag) and forward packets @ytde SVLLAN which packets belong
to. Besides, ASIC supports multi ports to be uplink ports. The c&i{ro register is shown as below table.

Table 14. Aware SVLAN(g;\aening

Field Name Bits  Description R\
VS_PMSK 11 VLAN Stacking (agware port mask
P

19. Action for SVLAN uéei%ging

The SVLAN module provides conﬁguw{gg)for SVLAN un-tagging packet behavior when uplink port
receives packet without STAG. Herex@he actions for SVLAN un-tagging packet.

Tff& Action of SVLAN Un-tagging Setting

Field Name PBits  Description
VS_UNTAG 2 Action for un-stagged packet
0b00: drop

0bO1: trap to CPU
0b10: assign ingress SVID as VS_PORTn_SVID
Obl1: reserved

20. Port based SVID

Each port and extension port can be assigned the port based SVID. When ingress packet without STAG

and SVLAN un-tagging behavior is configured to assigned the port-based SVID, the ingress packet
would be inserted port based SVID as STAG. The control registers are shown as below table.

Table 16. Port-based SVID Setting

Field Name Bits  Description
VS_PORTn_SVID 12 Per ingress port default SVID
Single chip PON 11 Rev.1.0.0
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VS_EXTn_SVID 12 SVID for EXT 17-0

21. SVLAN decision and filtering behavior

In the SVLAN module, there are different treatments for downstream (packet stream is received from
service port) and upstream (packet stream is sent to service port). The below figures illustrate the

processing flow for downstream and upstream.

Downstream packets / Upstream Packets /
_—-ACL assigiied-__ ACL assigned.
Yes
Yes
Yes
. 4
SVLAN untagging Yes
behavior

v v L AR\ v v

SVLAN Ingress/Egress | @Q [ SVLAN egress

&
Figure 8. Downstrean@:tream SVLAN Decision and Filtering

The following figure illustrates the &ssin flow while uplink port receives packet with STAG and
g g %' g P p p

CTAG. be-
Downstream packets /
SVLAN Ingress/Egress ‘
Figure 9. Downstream Filtering Procedure
Single chip PON 12 Rev.1.0.0
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22. SVLAN forwarding behavior

The following figure shows that the packet with STAG will be aware while receiving from uplink port
and ASIC will only forward it in SVLAN 100 member port if SVLAN function is enabled. For this
example, system is disabled CVLAN function and configures the member ports of SVLAN 100 to port 0
as well as uplink port, whereof port 0 belong to un-tag set of SVLAN member. In addition, the
forwarding decision of this packet is decided by SVLAN and L2 filtering database. While receiving this
packet from uplink port, system would retrieve the 100 index entry from VLAN table to look for SVLAN
FID/VID if this entry is configured to using SVLAN to check SVL_IVL. Then, L2 filtering database
would use SVLAN FID/VID as hash key and look for hash entry in L2 filtering database. If this hash
entry is found, the egress port mask of this packet is calculated by SVLAN member port mask AND-
operator destination port mask which is decided by L2 filtering database. If there is a STAG in broadcast
or unknown packet which is from “not uplink port”, ASIC will forward i a@normal packet which may be
forwarded to all ports. For upstream packet which egress to uplink poQ\ would be assigned port based
SVID if the action of SVLAN un-tagging is configured to portf\bdsed SVID. Here list formula for
SVLAN egress filtering. \O

B For downstream packet = [(SVLAN member port%@e & (Destination port mask)]

.

B For upstream packet = {[(!Uplink port Mask6 LAN member port mask)] & (Destination port
mask) } S\\

Downstream awared SVID 100 packet
DA SA 0064 | data

‘ DA ‘ SA ‘ 88a8 88a8 I 0064

/ Upstream un-awared SVID 100 packet
DA SA | 88a8 | 0064
IDA‘SAIdm‘ |DA‘SA|88&8\0064‘

Figure 10. SVLAN Forwarding Behavior

23. SVLAN TPID configuration

88a8

00C8

There are two entries for SVLAN TPID in RTL9607C and the default TPID (Tag Protocol Identification)
of the first entry is 88-A8. These two values of SVLAN TPID can be changed by register. By default, the
egress packet to uplink port would be assigned an STAG with TPID is equal to 0x88AS8 if uplink port is
in tag-set of SVLAN member. For ingress packet from uplink port, the first TPID of STAG is 0x88AS.

Single chip PON 13 Rev.1.0.0
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Besides, ASIC also supports aware the second TPID of STAG if ASIC enable aware the second SVLAN
TPID. Here list the SVLAN TPID configuration.

Table 17. SVLAN TPID Setting

Field Name Bits  Description

VS_TPID 16 VLAN Stacking Protocol Type (default: 0x88AS), both egress and ingress
usage

VS_TPID2_EN 1 Enable aware the second SVLAN TPID

VS_TPID2 16 The second SVLAN TPID configuration, both egress and ingress usage (can

used for egress by classification CSACT in upstream)

24. SVLAN trap priority

The SVLAN module provides SVLAN trapping priority assignment for SVLAN un-tagging packet with
trap to CPU. The control register is shown as below table.

Table 18. SVLAN Trap Priority Setting )\(b'

Field Name Bits  Description
VS_TRAP_PRI 3 SVLAN trapping priority assignme&@‘
~

25. S-priority assignment \\é

For priority value in SVLAN tag, system provides rity assignment of received packet. The S-
priority assignment is 2 bits here list the S-priority @nment of received packet setting.

Table 19. S-B\'é}y Assignment Setting
Field Name Bits  Descripfigw’
VS_SPRISEL 2 3 N{a‘.{y' assignment
@ use internal priority
(% 1: use c-tag priority(if ingress cvlan untag frame, then S-priority is from
@ OS_PORTn_PRIORITY)
0b10: use outer tag priority(if ingress frame is non-tag, then S-priority is

from QOS_PORTn_PRIORITY)
Ob11: using port based priority QOS_PORTn_PRIORITY.

26. Keep DEI of SVLAN

About DEI value in SVLAN tag, system provides SVLAN DEI setting to decide the DEI value of the
egress packet. The SVLAN DEI setting is 1 bit here list behavior for keep SVLAN DEI keep.

Table 20. SVLAN DEI Setting

Field Name Bits  Description
VS_DEI_KEEP 1 Keep SVLAN ingress tag DEI
0b0: Always egress DEI=0
0b1: Keep ingress tag DEI value to egress tag

Single chip PON 14 Rev.1.0.0
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27. SP2C configuration

There are 64 entries in SP2C table. It is used for the downstream classification CSVID/CVID action
which is configured to translation with SP2C table. The below table would describe each field of SP2C
entry.

Table 21. SP2C Entry Setting

Field Name Bits  Description

VALID 1 Valid bit

Ingress VID 12 Need translated VID

DSTPORT 2 Destination port number of downstream packet
Egress VID 12 Egress VID of CTAG or STAG

PRIORITY 3 Egress priority of CTAG or STAG

28. API >

Realtek API provides a series of interface to let users setup the CVL VLAN function without writing
register and table directly. This section will discuss these APIs an{:g\'ves the example.

N

28.1. Initialization \{b-

rtk_vlan_init is the first API users should call b{& setup any configuration. VLAN init will apply

following setting. {\

® Enable VLAN function C)O

® Per port enable ingress VLAN E{&\l; function

® (Create default VLAN as %nd assign all port to this VID
®  Accept all from type for all port

® Disable all leaky function

® Disable protocol VLAN function

® Egress tag mode set to “Original mode”

® Disable keep CFI

® Reserve VID 0 and VID 4095 action set to Un-Tag

rtk_svlan_init is the first API users should call before setup any configuration. SVLAN init will apply
following setting.

=]
® Invalid 64 entries of SP2C table
® Disable service port for all port %
tag

Single chip PON 15 Rev.1.0.0
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Disable keep DEI function
SLVAN un-tagging action set to “Drop”
Disable the second TPID

Disable SVLAN function

28.2. Enable VLAN Function

The rtk_vlan_vlanFunctionEnable_set API will enable or disable VLAN function.

Example:

Enalbe VLAN filter function
x

int32 ret;

rtk_enable_t enable = ENABLED; \S\o
Eif ((ret = rtk_vlan_vlanFunctionEnablagaét(enable)) != RT_ERR_OK)
o .

return ret; (:\
)

)
28.3. Create/Delete VI@'N entry

@
The rtk_vlan_create API woulgcreate a VLAN entry.
The rtk_vlan_destroy APl would destroy a VLAN entry.
The rtk_vlan_destroyAll API would destroy all VLAN entries include or exclude default VLAN.

Example:

+/* Crate VID 100 */
1int32 ret;
{if ((ret = rtk_vlan_create(100)) != RT_ERR_OK)

¥

return ret;

Single chip PON 16 Rev.1.0.0
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/% Destroy
int32 ret;

{

Eif ((ret =
E return

VID 100 */

rtk_vlan_destroy(100)) != RT_ERR_OK)

msssssssssssssssssssssssssssssssand

/* Destroy

int32 ret;

if ((ret =
{

return
}

The rtk_vlan_port_set API will assi n&? VLAN member to the given VID. This API don't care the

all VLAN entry, but restore default vlan*/

uint32 restoreDefaultVlan = 1; Qb

xQ

rtk_vlan_destroyAll (restoreDefaultVé&p)) != RT_ERR_OK)

ret; ‘\@'\

original VLAN members and repla ith new configure directly.

For extension port please use Q)'lan_extPortmaskIndex_set and rtk_vlan_extPortmaskCfg_set.

Example:

Assign all port to VID 100

Assign UTP Port 0 & 1 to VLAN 100 un-tag set

*
~

rtk_portmask_t untagPortmask;

int32 ret;

E rtk_portmask_t memberPortmask;

Single chip PON

Rev.1.0.0
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if ((ret = rtk_vlan_port_get (100
RT_ERR_OK)

PESS

return ret;

’

28.5. Port based VLAN Assign

&memberPortmask,

rtk_switch_port2PortMask_set (&untagPortmask, RTK_PORT_UTPO) ;
rtk_switch_port2PortMask_set (&untagPortmask, RTK_PORT_UTP1);

&untagPortmask)) !=

The rtk_vlan_portPvid_set API will assign the port based VID to the given port id.

For extension port please use rtk_vlan_extPortPvid_set.

Example:
I & |
g Set UTP Port 2 port-based wvid to 200 s\oK
Y AN
H \(b'

1int32 ret;

E uint32 port;

o

N\
3

: N
értk_switch_phy?ortld_get (RTK, P&OT_UTPZ, &port) ; .
if ((ret = rtk_vlan_por@set (port, 200)) !'= RT_ERR_OK)
o >
- return ret; Q\Q -
S H

28.6. VLAN IVL/SVL Assign

The rtk_vlan_fidMode_set API will assign the IVL/SVL mode to the given VID. Using rtk_vlan_fid_set

API would assign the fid for given VID.

Example:

Set VLAN 100 to IVL mode

Set VLAN 200 to SVL mode and assign FID to 1 ,

' Set VLAN 300 to SVL mode and assign FID to 2

{*/ ]
Single chip PON 18 Rev.1.0.0
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;int32 ret;
gif ((ret =
X
§ return
)
gif ((ret =
¥
§ return
P
Eif ((ret =
o
§ return
He|
gif ((ret =
o
; return
P
;if ((ret =
1
g return
b

The rtk_vlan_lutSvlanHashState_set AP1 will force to assign the IVL/SVL mode based on SVLAN or

rtk_vlan_

ret;

rtk_vlan_

ret;

rtk_vlan_

ret;

rtk_vlan_.

ret;

fidMode_set (100,

fidMode_set (200,

fidMode_set (300,

fid_set (200, 1))

VLAN_FID_IVL)) != RT_ERR_OK)

VLAN_FID_SVL)) != RT_ERR_OK)

VLAN_FID_SVL)) != RT_ERR_OK)

(o4
e‘\é
1= RT_ERR_{R\
N
;\\’b

rtk_vlan_fid_set (300, 2) )b%QT_ERR_OK)

does NOT check SVLAN IVL/SVL setting, so the IVL/SVL mode based on CVLAN.

Example:

if ((ret =

-

Eint32 ret;

rtk_vlan_lutSvlanHashState_set (400, ENABLED))

!= RT_ERR_OK)

Single chip PON

Rev.1.0.0
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28.8. VLAN Ingress Filter

The rtk_vlan_portlgrFilterEnable_set API will enable/disable ingress VLAN filter function. This
function is enabled by default.

Example:

Disable ingress VLAN filter for UTP Port 0~1
il

int32 ret;

uint32 port;

b‘b-

rtk_switch_phyPortId_get (RTK_PORT_UTPO, &port); Q

lf ((ret = rtk_vlan_portIgrFilterEnable_set (pork’\)ISABLED)) 1=

-RT _ERR_OK) \0
{ \q}
return ret; Q,\'

) %)
&

rtk_switch_phyPortId_get (RTK_ Pé}@ UTP1, &port);
1if ((ret = rtk vlan_portIgrﬂ.},terEnable set (port, DISABLED)) !=

RT_ERR_OK) \Q)
| A

A Q
return ret; Q

28.9. VLAN Leaky

For VLAN leaky function system per port based (vlan_portLeaky_set) and system based
(rtk_vlan_leaky_set) leaky API. The leaky function is disabled by default.

For port based leaky function support LEAKY_IPMULTICAST.
For system based leaky function support
LEAKY_BRG_GROUP
LEAKY_FD_PAUSE
LEAKY_SP_MCAST

Single chip PON 20 Rev.1.0.0
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LEAKY_1X_PAE

LEAKY_UNDEF_BRG_04

LEAKY_UNDEF_BRG_05

LEAKY_UNDEF_BRG_06

LEAKY_UNDEF_BRG_07
LEAKY_PROVIDER_BRIDGE_GROUP_ADDRESS
LEAKY_UNDEF_BRG_09

LEAKY_UNDEF_BRG_0A

LEAKY_UNDEF_BRG_0B

LEAKY_UNDEF_BRG_0C
LEAKY_PROVIDER_BRIDGE_GVRP_ADDRESS ,\\b{b
LEAKY_8021AB "\\6
LEAKY_UNDEF_BRG._OF \\O
LEAKY_BRG_MNGEMENT {‘\\,\
LEAKY_UNDEFINED_11 : ©®
LEAKY_UNDEFINED_12 O'Cj\\
LEAKY_UNDEFINED_13 -
LEAKY_UNDEFINED_ 14 ,8\".\
LEAKY UNDEFINED_ 1502
LEAKY_UNDEFINED_16
LEAKY_UNDEFINED_17
LEAKY_UNDEFINED 18
LEAKY_UNDEFINED 19
LEAKY_UNDEFINED_1A
LEAKY_UNDEFINED_1B
LEAKY_UNDEFINED_IC
LEAKY_UNDEFINED_1D

LEAKY_UNDEFINED_IE

Single chip PON

Rev.1.0.0
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LEAKY_UNDEFINED_IF

LEAKY_GMRP

LEAKY_GVRP

LEAKY_UNDEF_GARP_22

LEAKY_UNDEF_GARP_23

LEAKY_UNDEF_GARP_24

LEAKY_UNDEF_GARP_25

LEAKY_UNDEF_GARP_26

LEAKY_UNDEF_GARP_27

LEAKY_UNDEF_GARP_28

LEAKY_UNDEF_GARP_29 Qe}(b'
LEAKY_UNDEF_GARP_2A \Q
LEAKY_UNDEF_GARP_2B
LEAKY_UNDEF_GARP_2C X
LEAKY_UNDEF_GARP_2D . C}Q)
LEAKY_UNDEF_GARP_2E 0‘0
LEAKY_UNDEF_GARP_2F N~
LEAKY_IGMP ,b'\\@
LEAKY_CDP Q\QJ
LEAKY_SSTP

Example:

Enable IGMP VLAN Leaky
UTP port 0 ~ UTP port 1 enable IPMULTICAST leaky
*/

int32 ret;

uint32 port;

if ((ret = rtk_vlan_leaky_set (LEAKY_IGMP, ENABLED)) != RT_ERR_OK)

Single chip PON 22 Rev.1.0.0
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RT_ERR
{

{

28.10.

The rtk_vlan_protoGroup_set API can set the proto,
API can bind the port to protocol entry and assngq\é

Example:

Set

UTP

UTP

UTP

UTP
2/

mEEEssEEsEEEEEEEEEEEIIEIEI IS AESEEEEEEESSSEEESSESSSEESEEESEEESEEESsEssEEs

RT_ERR_

if ((ret =
_OK)

if ((ret =

OK)

prot

rtk_switch_phyPortId_get (RTK_PORT_UTPO,
rtk_vlan_portLeaky_set (port,

return ret;

rtk_switch_phyPortId_get (RTK_PORT_UTP1,

rtk_vlan_portLeaky_set (port,

return ret;

Protocol VLAN

ocol VLAN en ndex 0:

Frame type : FW_TYPE_ETHERNET
Ether Type : 00

protocol VLAN entry index 1:

Frame type : FRAME_TYPE_

Ether Type :0x8864

Port
Port
Port
Port

int32 ret;

0 binding protocol
0 binding protocol
1 binding protocol
1 binding protocol

uint32 port;

ETHERNET

entry 0 to
entry 1 to
entry 0 to
entry 1 to

VID
VID
VID
VID

return ret;

&port) ;
LEAKY_IPMULTICAST, ENABLED)) !=

&port) ;
LEAKY_IPMULTICAST, ENABLED)) !=

200
500
1200
1500

LAN entry. The rtk_vlan_portProtoVian_set
VLAN parameter for this protocol on this port.

-------------------------------------------------------------------

Single chip PON

Rev.1.0.0
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: rtk_vlan_protoGroup_t protoGroup;

rtk_vlan_protoVlanCfg_t vlanCfg;

protoGroup. frametype = FRAME_TYPE_ETHERNET;

protoGroup. framevalue= 0x0800;

if ((ret = rtk_vlan_protoGroup_set (0, &protoGroup)) != RT_ERR_OK)

{

return ret;

rtk_vlan_protoGroup_t protoGroup;
protoGroup. frametype = FRAME_TYPE_ETHERNET;

protoGroup. framevalue = 0x8864;

{

return ret;
| o
rtk_switch_phyPortId_get (RTK_PORT_UTPO, &@) ;

1L @Q

vlanCfg. valid

| O
vlanCfg. pri = 2; \
if ((ret Q
{ N~
return ret; \0
>

vlanCfg. valid = 1;

’\.

if ((ret = rtk_vlan_protoGroup_set (1, &protoGroup)) !=(S‘I_ERR_OK)

S

rtk_vlan_portProto\ep_set(port, 0, &vlanCfg)) != RT_ERR_OK)

vlanCfg. vid = 500;
vlanCfg. pri = 2;
if ((ret = rtk_vlan_portProtoVlan_set (port, 1, & vlanCfg)) != RT_ERR_OK)

{

return ret;

rtk_switch_phyPortId_get (RTK_PORT_UTP1l, &port);
vlanCfg. valid =

I
=
~

vlanCfg. vid = 1200;
vlanCfg. pri = 2;

{ vlanCfg. vid 200;

Single chip PON 24
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Vif ((ret = rtk_vlan_portProtoVlan_set (port, 0, &vlanCfg)) != RT_ERR_OK)

{
return ret;
}
vlanCfg. valid = 1;
= 1500;
vlanCfg. pri = 2;

-

Hh

In]

0

ot
|

Evlaang. vid
§ = rtk_vlan_portProtoVlan_set (port, 1, &vlanCfg)) != RT_ERR_OK)

(g
28.11. Egress VLAN Tag Format @(\6
x

The rtk_vlan_tagMode_set API can set egress tag format for %1\@\ egress port.

The tag mode would be: . (b'\
N\
VLAN_TAG_MODE_ORIGINAL (depend ip normal decision)

VLAN_TAG_MODE_KEEP_FORMAT (ketﬁ@ress format to egress)
VLAN_TAG_MODE_PRI é@vays priority tag out)

UTP Port 0 egre always priority tag

UTP Port 1 egress tag always follow ASIC original decision '
Px/ g
1int32 ret; :
guint32 PREL; §
! rtk_switch_phyPortId_get (RTK_PORT_UTPO, &port); :
Eif ((ret = rtk_vlan_tagMode_set (port, VLAN_TAG_MODE_PRI)) != RT_ERR_OK)
F
: return ret;
) .
értk_switch_phyPortId_get(RTK_PORT_UTPl, &port) ; g

Single chip PON 25 Rev.1.0.0
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1if ((ret = rtk_vlan_tagMode_set (port, VLAN_TAG_MODE_ORIGINAL)) !=

28.12. Egress VLAN Tag Format

The rtk_vlan_portAcceptFrameType_set API can per port set VLAN accept frame type.

The frame type would be:

ACCEPT_FRAME_TYPE_ALL

ACCEPT_FRAME_TYPE_TAG_ONLY
ACCEPT_FRAME_TYPE_UNTAG_ONLY b(b’
ACCPET_FRAME_TYPE_IP_1Q_TAG_ONLY \Q{\

Example: S\&

UTP Port 0 admit all frames {5&'
UTP Port 1 1Q and 1P tagged fram&m 0 ~ 4095)

e/ N
&
Eint32 ret; Q\)l‘
iuint32 port; \
e >

{ rtk_switch_phyPort IQaet (RTK_PORT_UTPO, &port);
Eif ((ret = rtk_vlan_portAcceptFrameType_set (port,
! ACCEPT_FRAME_TYPE_ALL)) != RT_ERR_OK)

i

return ret;

E rtk_switch_phyPortId_get (RTK_PORT_UTP1l, &port);
Pif ((ret = rtk_vlan_portAcceptFrameType_set (port,
§ACCPET_FRAME_TYPE_IP_lQ_TAG_ONLY)) != RT_ERR_OK)
o

return ret;

Single chip PON 26
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28.13. Reserve VID 0 and 4095 Type

The rtk_vlan_reservedVidAction_set API can set VID 0 or VID 4095 as TAG or UN-TAG respectively.

Example:

VID 0 type is TAG

VID 4095 type is UNTAG
e/

1int32 ret;

fuint32 port;

Ertk_switch_phyPortId_get(RTK_PORT_UTPO, &port) ;
Eif ((ret = rtk_vlan_reservedVidAction_set(RESVID_AC&f@BLTAG,
ERESVID_ACTION_UNTAG)) != RT_ERR_OK) XSD

O

return ret;

28.14.  Basic SVLAN configidtion

This section gives some examples su agknable SVLAN ingress/egress filtering function, create a
SVLAN, assign SVLAN member p%@% aware service port. The rtk_svlan_svlanFunctionEnable_set
API can enable or disable SVL aress/egress filtering. The rtk_svlan_servicePort_set API can per
port enable which port need t@b%e;_.AN service port. The rtk_svlan_create API can create an entry of
VLAN table. The rtk_svlan_memberPort_set API can assign member ports for the created SVLAN. The
following sample code shows that system enable SVLAN filtering function, create a VLAN entry of

SVID 1000 for default SVLAN in all ports, and setup RTK_PORT_PON as service port.

Example:

{ int32 ret = RT_ERR_FAILED;
guint32 port;
Ertk_portmask_t memberPortmask;
grtk_portmask_t untagPortmask;

rtk_switch_port_name_t portName;

if ((ret = rtk_svlan_init()) != RT_ERR_OK)

Single chip PON 27 Rev.1.0.0
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{
retur

}
if ((ret

{
retu

}

if ((ret
{
retur
}
if ((ret
{
retu
}

if ((ret

&untagPo

n ret;

= rtk_svlan_svlanFunctionEnable_set (ENABLED)) != RT_ERR_OK)

rn ret;

rtk_switch_phyPortId_get (RTK_PORT_PON, &port);

= rtk_svlan_servicePort_set (port, ENABLED)) != RT_ERR_OK)

n ret;

b(b'

= rtk_svlan_create(1000)) != RT_ERR_OK) @Q

rn ret;

&
>
D

rtk_switch_allPortMask_set (memberPox&sk) :
rtk_switch_allPortMask_set (untag mask) ;
rtk_switch_port2PortMask_clea«:§>htagPortmask, RTK_PORT_PON) ;

= rtk_svlan_member%xt_set(1000, &memberPortmask,

rtmask)) !=

RT QQK)
S

{ <
return ret; Q\
}
for (portName = RTK_PORT_UTPO; portName <= RTK_PORT_PON; portName++)
{
rtk_switch_phyPortId_get (portName, &port);
if ((ret = rtk_svlan_portSvid_set (port, 1000)) != RT_ERR_OK)
{
return ret;
}
}
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28.15. Sample code

This section gives combined examples while enable SVLAN/CVLAN ingress/egress filtering function.
The following sample code show that it is possible for one UTP port is transparent SVLAN and the
others UTP ports are normal de-tagging SVLAN while received downstream without CTAG from uplink
port. Besides, system will drop all un-tagging downstream packets.

Example:

/* SVID 2000 is transparent in UTP port 0 and PON port. Drop all ingress

untagging downtream pacekts */

int32 ret = RT_ERR_FAILED;
ninc32 POrt;
rtk_portmask_t memberPortmask;

rtk_portmask_t untagPortmask; e;;r

if ((ret = rtk_svlan_init()) !'= RT_ERR_OK) (:\Sb
{ \0
return ret; \\
N
2@
if ((ret = rtk_vlan_init()) != RT Y OK)
{ O
return ret; $C)
N
if ((ret = rtk_svlaqaéglanFunctionEnable_set(ENABLED)) != RT_ERR_OK)

{

return ret;

rtk_switch_phyPortId_get (RTK_PORT_PON, &port);
if ((ret = rtk_svlan_servicePort_set (port, ENABLED)) != RT_ERR_OK)
{

return ret;

if ((ret = rtk_svlan_create(2000)) != RT_ERR_OK)
{

return ret;

s EEEEEEEEEEEESEEAEEEEEEEEEEEEEEEEAESEEEEEEEEEEEEEEAESEESEESEEEESEEEEEASEEESEESEEESSEEESSEESSESEEEEEESEEESSESSSEESSEEEEEEssEsEEs
f—
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~—

return ret;

—

if ((ret = rtk_vlan_create(200))

-~

return ret;

-~

rtk_switch_allPortMask_set
rtk_switch_allPortMask_

RT_ERR_OK)

=)

return ret;

—

—~—

return ret;

rtk_switch_allPortMask_set (memberPortmask) ;
rtk_switch_allPortMask_set (untagPortmask) ;
rtk_switch_port2PortMask_clear (&untagPortmask, RTK_PORT_PON) ;
rtk_switch_port2PortMask_clear (&untagPortmask, RTK_PORT_UTPO) ;

if ((ret = rtk_svlan_memberPort_set (2000, &memberPortmask,
&untagPortmask)) != RT_ERR_OK)
{
return ret;
}
if ((ret = rtk_svlan_untagAction_set (SVLAN_ACTION_DROP,_ 0)) != RT_ERR_OK)

RT

&

mberPortmask) ;
untagPortmask) ;

if ((ret = rtk_vlan ? vget (200, &memberPortmask, &untagPortmask)) !=

rtk_switch_phyPortId_get (RTK_PORT_PON,
if ((ret = rtk_vlan_portPvid_set (port,

B

2

&port) ;
200)) != RT_ERR_OK)

\Q}\b
Q

«O

The following sample code shows the configuration of SVLAN and CVLAN as below:

For CVLAN, system enable CVLAN ingress/egress filtering and create CVID 300 for default CVLAN in
PON port, whereof all port belong to the member port and un-tag-set of CVID 300. For SVLAN, system
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enable SVLAN ingress/egress filtering, setup RTK_PORT_PON as service port, create SVID 3000 for
default SVLAN in UTP port 0, assign all port in member port of SVID 3000, and only PON port doesn’t
belong to un-tag-set of SVID 3000. According to above configuration, the egress format of upstream
packet consists of SVID 3000 but doesn’t include CTAG. The downstream packet with SVID 3000
would be forwarded to UTP port 0O if its destination MAC were already learned form source UTP port 0
and its egress format is untagged.

Example:
Cint32 T T T e TS RT_ERR_FAILED,; T T
.uint32 port;
rtk_portmask_t memberPortmask;
:rtk_portmask_t untagPortmask;

tif ((ret = rtk_svlan_init()) != RT_ERR_OK)

return ret;

{if ((ret = rtk_vlan_init()) != RT_ERR_OKK\‘(b'

; return ret; . 6@
' N

by 0(\

@)

Eif ((ret = rtk_svlan_svlanégbetionEnable_set(ENABLED)) != RT_ERR_OK)
1 N

return ret;

} Qe

rtk_switch_phyPortId_get (RTK_PORT_PON, &port);
Pif ((ret = rtk_svlan_servicePort_set (port, ENABLED)) != RT_ERR_OK)

return ret;

if ((ret = rtk_svlan_create(3000)) != RT_ERR_OK)

return ret;
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if ((ret = rtk_svlan_portSvid_set (port, 3000)) != RT_ERR_OK)

{

return ret;

rtk_switch_allPortMask_set (&émemberPortmask) ;

rtk_switch_allPortMask_set (&§untagPortmask) ;

rtk_switch_port2PortMask_clear (&untagPortmask, RTK_PORT_PON) ;

if ((ret = rtk_svlan_memberPort_set (3000, &memberPortmask,

&untagPortmask)) != RT_ERR_OK)
{

return ret;

§ if ((ret = rtk_vlan_create(300)) != RT_ERR_OK)
i

5 return ret; 0\
i R
s N
O

: rtk_switch_allPortMask_set (&memberPortn&) ;

g rtk_switch_allPortMask_set (&untagPo sk} z

}

if ((ret = rtk_vlan_port_get (300 emberPortmask, &untagPortmask)) !=

RT_ERR_OK) 0
{ é&o
retnrn. ret; \
>

rtk_switch_phyPortId_get (RTK_PORT_PON, &port);

if ((ret = rtk_vlan_portPvid_set (port, 300)) != RT_ERR_OK)

{

return ret;
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